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1) U.S. Joint Chiefs of Staff. /P 3-85. Jjoint Electromagnetic Spectrum Operations (Washington,
D.C. : U.S. Joint Chiefs of Staff, 2020), pp. 7-8.

2) Ibid; U.S. Department of Defense. Electromagnetic Spectrum Strategy (Virginia : U.S. Department
of Defense, 2013); U.S. Department of Defense. Electromagnetic Spectrum Superiority Strategy
(Virginia : U.S. Department of Defense, 2020)

3) U.S. Department of the Navy. SECNAVINST 2400.3, Electromagnetic Battle Space (Washington,
D.C. : U.S. Department of the Navy, 2018), pp. 2-4.
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Ap7|2meg Abolehs Bl WEAA WelS FYstel WAshT T, nl] 7} 22
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5) U.S. Department of Defense(2020), pp. 1-2.

6) 5%, BAloke AAPIA] A1~ BET o] ol Al 72 FAHe] Boi2 AgaiT Stk

7) o84, £, iRy, €A1, FHIE AEohs S AAASE(F). =T 71€,A45125(2021),
pp. 108-115.

8) J. Kjellén. Russian Electronic Warfare, the role of Electronic Warfare in the Russian Armed
Forces (Kista : Swedish Defense Research Agency, 2018), pp. 29-60; R. McDermott. Russia's
Electronic Warfare Capabilities to 2025: Challenging NATO in the FElectromagnetic
Spectrum (Tallinn : International Centre for Defence and Security, 2017), pp. 12-21.

9) T. Martinsen, P. E. Pace, & E. L. Fisher. “Maneuver Warfare in the Electromagnetic Battlespace.”
The Journal of Electronic Defensevol. 37, No. 10(2014), pp. 30-44.

10) B. Clark, M. McNamara, & T. A. Walton. Winning the Invisible War: Gaining an Enduring

U.S. Advantage in the Electromagnetic Spectrum (Washington, D.C. : Center for Strategic and
Budgetary Assessments, 2019), pp. 1-5.
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11) U.S. Department of the Navy(2018).

12) U.S. Navy. NWP 3-13, Navy Information Operations (Virginia : Navy Warfare Development
Command, 2014), pp. 30-32.

13) U.S. Joint Chiefs of Staff(2020), pp. 48-49.

14) “Navy Forges New EW Strategy: FElectromagnetic Maneuver Warfare.” Breaking Defense.
October 10, 2014.

15) U.S. Joint Chiefs of Staff(2020), p. 48.



1364 1 37662

Mgt 7 7HA Sold FH8se Apolio] rks AHE of= AR} 715410 7
o] 2g, 18|l AR A Jide] Efloloh WA, A 71849l Aol Ha
A A7) 718382 71839 HdE 2&stE W, AgAIgd vis) A7 ~gEd I
oA Az Rl ARIE A sl AR AUAY ARG ovAE ;%3}01,
A 7esial Feete e fgAZEA A7 ABEY o] &

AE3] oS Adaste] ARoA e SE1E Aok AR o5 ¢ Ut o|AH
= sfizo] AT 715 Ade At olve @AY Esi A } 129 EY &
A Aol di8sh7] fste] -8 =0l EolA e AAVIE 7189 o= JI4skL 1
Mas TAE 224L 37 fee= siadsh1?)

1,
)

H
rlr

Hr} o HFos AHEd, 1A AHL HAl FHE Sduo] 9 AsE
e SHAY sk Aol tief AAH o thgsls Zo] HAlol L AR AHEHS
hte] ZAKA Apo g 223t vkl At AoAs Ao RE B\ H A7} AR A
Edo]| o&sta glom, A W39t PE0] QS B jqoﬁ/qL AR AHEH

of Tie AHg2e Wat Abgo] Wl Ael, | AHEY A $AL 05le HAR
o
|

ot ek 2otE Qi ofdf Wt vl= st FHske FAV|AHEY G0 tiy
Btk WgsA kg Sistel okl AAIAMEY o)A SR kSt 9
A2} o]dS A, AFAELZ BT AXE ZaE Haske 7|54y Ty 1 284
2 ET, WAIEI A1EA e ZUSH] WANAT Aok B3 S Ueh
ooz, ] A Adel dejd Amu et gt ] ARl fxt
Aoz A A S84S5 SAIB| AT WHELR, JA|ATEY g At 23
Rus, AAAF-BA TEn A ANEY BelS AIANEY Aoz BYA
S\ ol mE AgGee] BAsp] Sat 4L k19 W] ARPlL 3 A
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EHLE, 2004). p. 83; W. S. Lind. Maneuver Warfare Handbook (Colorado : Westview Press, 1985),
pp. 4-8.
17) T. Martinsen, et al.(2014), pp. 30-44.

18) U.S. Air Force. AFDP 3-51, Electromagnetic Warfare And Electromagnetic Spectrum Operations
(Washington, D.C. : U.S. Air Force, 2019), p. 11; U.S. Joint Chiefs of Staff(2020), p. 25.
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19) M. Johnson, “Real-Time Spectrum Operations (RTSO).” https://www.nsma.org/conferences/
nsma-presentations-2019 (A ¥: 2022. 11. 1.)
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20) U.S. Department of the Navy(2018), pp. 1-4.

21) U.S. Department of the Navy. OPNAVINST 3430.26A, Navy Information Warfare (Washington,
D.C. : U.S. Department of the Navy, 2013), pp. 2-7.
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32) “Warship Moskva was Blind to Ukrainian Missile Attack, Analysis Shows.” USN/ May 6, 2022.
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Republic of Korea Navy Electromagnetic Spectrum
Operations and Superiority Strategy for Achieving
Maritime Electromagnetic Spectrum Dominance

Nohah Kang, Yongseok Jung, Dongweon Yoon

Keywords

Electromagnetic Spectrum Operations, Electromagnetic Spectrum Superiority
Strategy, Electromagnetic Maneuver Warfare, Electromagnetic Spectrum Management

With the development of state-of-the-art electromagnetic weapon systems and information
collection systems, modern battlefield environments are expanding from the radio spectrum
to optical spectrum, X-rays, gamma rays, and cosmic rays. Accordingly, the dependence
on electromagnetic spectrum in all domains, including land, sea, air, space, and cyberspace,
is increasing. Therefore, the Republic of Korea Navy (ROKN) needs to establish a new
electromagnetic spectrum operations (EMSO) concept and a supetiority strategy in order
to achieve maritime electromagnetic spectrtum dominance around the Korea theater of
Operations (KTO) in a changing battlefield environments. In this paper, we establish the
concept of the ROKN’s electromagnetic spectrum operations for successful mission in the
maritime domain, propose supetiority strategy and strategic goals for ensuring the
dominance of the ROKN’s maritime electromagnetic spectrum operations, and suggest a

plan to establish an organizational system for effective implementation.
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History. (Princeton, New Jersey: Princeton University Press, 1995). pp. 15-18.

7) EEF. RRHAL TERFREGE R, B8 (Jbm: ARMRL, 1991), pp. 462-472.
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Rule of the Golden Section)?] =k} F-5HeHThe Side-Principal Rule)?] A&
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10) OJAE, “F=t 23R AL HEFA QQu|e} 3=t QEEO = A A" AlobAlloL, A|28H43E, 20219 A
<, p. 89.

11) Qiao Liang and Wang Xiangsui, ‘Unrestricted Warfare,”(Beijing: PLA Literature and Arts
Publishing House, February 1999), FBIS Translated Text, pp. 153-163
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et 5] Fxo] ofotd, T2 I7PIERIAM Soldt H2 o] ¥ = 4P
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S AEE =80l =t @At Abdol vls A A
SHAL QUh19) T2 JEISS A AR 7182 S8 UI7A 70@6}71] SAIskL

12) 5= /P RH(EFRERE) (National Intelligence Law) A7Z, http://www.npc.gov.cn/npc/xinwe
n/2017-06/27/content_2024529.htm; 5=2] R¥EZFEd¥ (Counter-Espionage Law, KIEIEE) Al 22
Z, http://www.npc.gov.cn/npc/xinwen/2014-11/02/content_1884660.htm; Finite State Supply Chai
n Assessment-Huawei Technologies co. Ltd.- 2019, Finite State, https://finitestate.io/wp-conten
t/uploads/2019/06/Finite-State-SCA1-Final.pdf. p.7. A& (A YL: 2023. 7. 1.)

13) “China’s intelligence law and the country’s future intelligence competitions,” Government of Ca
nada, https://www.canada.ca/en/security-intelligence-service/corporate/publications/china-and-th
e-age-of-strategic-rivalry/chinas-intelligence-law-and-the-countrys-future-intelligence-co
mpetitions.html, (FAY: 2023. 4. 15.)
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14) Sean Lyngaas, “Chinese hacking group targeting US agencies and companies has surged its activity, an
alysis finds,” CNN Politics, 2022. 10. 2., https://edition.cnn.com/2022/10/02/politics/china-hackin
g-espionage-us-agencies/index.html, (FA<Y: 2022. 10. 22.)

15) Ads], e = JAR] gtte-duEe” FRAM=,, 2020. 11. 04., https://biz.ch
osun.com/site/data/html_dir/2020/11/04/2020110401819.html, (A4 2020. 11. 15.)

16) Cate Cadell and Ellen Nakashima, “American technology boosts China’s hypersonic missile program,”
The Washington Post, 2023.04.17., https://www.washingtonpost.com/national-security/2022/
10/17/china-hypersonic-missiles-american-technology/, (AMY: 2023. 4. 17.)
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1. 84 71719 sHZE UHICIE AAE(embedded system)

(™1 Aol 3= dlolE(Data) F-2olA sHF2 0}5 Hol(hardware) #oF= W
275 RoM Y FA0] o). 1Y AFAPE QAo R StEgojo] HiolE X
sto] siFdshe W 7P ebgdolH, AgAlolRtal & 4= Qlrh AHAF e A7
&4l 71719 ol=gt Mroj7} X E o] U=AIE "AlSk= Aol A2 E7Fs5t] iZoltt.
E35] 2 7§19 EAAAES}E AnjAIE(transistors and capacitors)o]l AX]H #Wroj= &
A 4= itk fushd, #zo] HAE AsiMe =AY A SolM 3~4712] ERAIAE L}
AAE IO = Mz ojE HA[S 4= Q7] wZo|th. E]F ojHet AZEQ o] Wo] Ze 4]
T steglofo] AR|E WrojE AAT 4= Qirh EF AZE0]7} StEgofof] HX|H =

17) Ellen Nakashima and Gerry Shih, “China builds advanced weapons systems using American chip
technology,” The Washington Post, 2021.04.09., https://www.washingtonpost.com/national-
security/china-hypersonic-missiles-american-technology/2021/04/07/37a6b9be-96fd-11eb-b28d
-bfa7bb5cb2a5_story.html, (AAY: 2023. 4. 17.)

18) XY, “F=At BAH], vl=hAk B34l 10497 oA I, % SEQEE AAHANE B T2
=7} AR BA”” XALR, 2023. 4. 22. https://www.chosun.com/international/us/2023/04/22/
OGFHNY5BNVFHZOQKDBYMGBSGMY/, (AAY: 2023. 4. 23.)
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* &%]. Finite State, Finite State Supply Chain Assessment-Huawei Technologies co. Ltd.-2019,
https://finitestate.io/wp-content/uploads/2019/06/Finite-State-SCA1-Final.pdf. p.13.
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et 71717t e ZeloiM Hael 43E A 4 Uk

2. THALRI0M 2| 2t0] YE+HES HEY

& et =0 951, )=o) FEF=H(National Security Agency, NSA)2 5=9] g
olo Wk 3

glol7k Axt Aol WizolE Hojggton, FAANITot F3 HHY AU W A
Sol 0% skt FR PUE BHY 5 Y=F Sl FYvhT Hels) Fu Uk EF



FEERAE BEoA. JEYE A9 E(Bdward Snowden)o] ZZ3E Akgof oJ5}H,
1]=9] NSAZF 39fo]e] EARI S0 Sl= AHE ZAISHL ST NSAZL S=9]
207119 s 152 AT 23 fAATEY W ol ST St} skl Ut
ol5 s To] nl=9] FRe} 71}, 2, vl=e B HEY] A2GA 52 HHSH
o}, sigel= A AlA A+t 1/39] SAIYS st BEQt HAE AAE SF0taL
AUt NSAE S F=0] A AlA 3JAke] 2174 F112] -S4l A (monitor)stR 2w 4
Al FEES T 22 sttt ol A2 8B =(the New York Times)2t
=9 7+ A(Der Spiegel)olle HEEIc} 19
201995 ¥ 9ol AW AX=E25E A2 Hdo] AHsiginh. 53] vls, RAE
o}, d&, FANRE, G, YdHE. Ut =Y 5 72 SHlo] Al JAE A
&= AL FAISHL Utk
29| gglolet ZTE 3rke E87HE 02 AAA S Aostoitt. 7]ote] CTO(chief
technology officer)?l u}A A WE( Marcus Weldon)o] Ws71E sHgjo] A& wujE &
Z]"_"Lﬂi”ﬂ oA Aof Aol S-S SESHAUTIL A A5 AAZ A 100] | 53¢
2 AHo] A7 ¥4l (funding Mechanism)& &oto] X17]'9] T AE A
= 03}04 A AR S AR 429 54 HEaS 719S°lA Alsskal
Bom, A29] §A, LIl =] ZEAPOA Tgt = Z]EQJE‘ = Sglolet
ZTE of digt gzt A2 ALt =9 3ot =9 FAPAES S8 7Y]
N4 A9 v o2 AAAGNA A& or skl Qlot. 1Al o]E S571Y9S
852 S/MARL Het ojpr SHAFL} S2 7|0l AASHA AAE o] Utt.20
IZBX(Forbes)= T 2ol HEsiqint 7|oke S50 34= 7ML i, 559
A Aok AlEC] At Fato] S0l AHE7| dleo] 15t 3718 oR stgelE
HjgskA] Eohal ekl BEaskeint ey At AZiAAE e7]oke] CTOS! d&
(Weldon)> 2Fo] AlE2Q] AtolH HRREAIE Hlwslltt. “Sleo] AlE2 ABAE0A
AT AT AFAEES 7HAAL Sl A= EHA 390l Aol JFEste] AR
Hol a7 g3 4= Slth. o]#et HRMEAl= k7|ort Adet 3klo] AHA| A=l

19) David E. Sanger and Nicole Perlroth, “N.S.A. Breached Chinese Servers Seen as Security Threat,”
The New York Times, 2014. 3. 22., https://www.nytimes.com/2014/03/23/world/asia/nsa-brea
ched-chinese-servers-seen-as-spy-peril. html?module=inline, (A Y: 2019. 7. 3.)

20) Zak Doffman, “Nokia's CTO Slams Huawei After 'Potential Backdoors' Found In 55% Of Its Devices,”

Forbes, 2019.06.28., https://www.forbes.com/sites/zakdoffman/2019/06/28/nokia-slams-huawei
-after-potential-backdoors-found-in-55-of-its-devices/#599b0c954119, (FML: 2019. 7. 5.)
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CNNZ v]5ol|4 &5z =2 AAGAH 71920 BHEAEGBZ%)7T AR #3517
&of YT TF Aol AHEAY] BE HRE BT B get A AX|otH, A
Al T EE A=A gl IR gobA Ald ARE g3t CNN2 =24
E7t A=t 7145 A ol8ote] HAIA AMSAE F FRRIEES] FRE AHyor 4

ool ofgeitty REsioitt. Alcrt WS "ok 715 3otk e s ofy
FEE FH6tal Qlrt. o]={gk CNN2| F73o] tisto] PR|F= “AFHQl 253} H|E o]
2t e 8 o ol49] Ag2 HA| Ferhil HEstoirt22)

A9l Hlo]ExlHA(Bytedance)”} 7HEet 49l ElE(TikTok)2 S FH7T 32
AREAH] HlolElE BT 4= 7] W0 NATO+= A U=°IA 8E&(TikTok) AR :Lxl
Fo Y3 o] Zzatt YT TikTok AHE ZAHE dHustyrt €
(TikTok)Qol= SA1E 7|&olle 7tAHA7|(Kaspersky), BIZEE(VKontakte), ‘%ﬂ*ﬁ_w
(Tencent) QQ, YA (WeChat) @ 2= ZSIA Ti= AGAF L= QL ESH u]=9] &
Bt Bl E(TikTok) ARg-S AgHstoict.24)

FRe 20| AU TFeE F 719 o] 83kl A AGAZY HABE I
3 % gl 7Ihe RSt Zukd Ao AH8AEY RS HASo] AFALoR BE
spo} gmo) 224 A W, 020 okn, B, 7 US| B8 5 9l7] vo|c

21) Zak Doffman, “Nokia's CTO Slams Huawei After 'Potential Backdoors' Found In 55% Of Its Devices,”
Forbes, 2019.06.28., https://www.forbes.com/sites/zakdoffman/2019/06/28/nokia-slams-huawei
-after-potential-backdoors-found-in-55-of-its-devices/#599b0c954119, (A4 : 2019. 7. 5.)

22) Nectar Gan, Yong Xiong and Juliana Liu, “T've never seen anything like this:” One of China’s
most popular apps has the ability to spy on its users, say experts,” CNN BUSINESS, 2023. 4. 3.
https://edition.cnn.com/2023/04/02/tech/china-pinduoduo-malware-cybersecurity-analysis-int
I-hnk/index.html, (BAY: 2023. 4. 17.)

23) Natasha Bertrand, “NATO bans TikTok on devices,” CNN BUSINESS, 2023. 3. 31., https://edition.
cnn.com/2023/03/31/tech/nato-tiktok-ban/index.html, (M L: 2023. 4. 25.)

24) Chris Boyette and Brian Fung, “TikTok banned from school-owned devices at all Florida state
universities,” CNN BUSINESS, 2023. 4. 7., https://edition.cnn.com/2023/04/07 /business/tik-tok-
florida-ban-state-universities/index.html, RIATORDLEF: 2023. 4. 25.
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China's Unrestricted Warfare and Information
Collection

Shin, Jin

Keywords

Unrestricted warefare, information theft, hacking, back doors, China’s national
intelligence law

China rejects or utlizes the international community's intelligence gathering and cybet-
related norms according to its own interests. China's unrestricted warfare is a strategy that
combines the communist ideology of warfare with the strategy of people's watfare and
seeks victory by any means necessaty. In pursuit of unrestricted watfare, China actively
utilizes civilians in the military sector and merges the civilian and military sectors to
prepare for war.

In line with this strategy, the Chinese government has enacted the National Information
Security Law to compel Chinese citizens and Chinese companies to steal information from
overseas. The law, which went into effect in 2016, obliges all individuals, organizations, and
companies in China to actively cooperate with China's national secutity. Even products
made by Chinese companies are obligated to provide information requested by the
Chinese government.

In particular, Huawei is believed to be a gk jure private company but a e fato government-
owned company, and its primary focus appears to be information theft rather than profit.
The United States has accused the Chinese Communist Party of installing backdoors in
Huawei's products to steal sensitive information from governments, companies, and
individuals around the world who use them, according to a decade of investigations.

China's National Intelligence Law, which is governed by the SOE, is based on the use
of private companies to steal information and allows the government to provide information
obtained by intelligence agencies to private companies in China for commercial use. This

strategy will further escalate the conflict between China and the international community.
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