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The Ukrainian War and Future Warfare:
Implications for the Indo-Pacific Region and the Korean Peninsula

Seol, Inhyo, Bae, Hackyoung

Keywords

Ukrainian War, Taiwan's situation, US military, multi-domain operations, cyber
and information warfare, space warfare, artificial intelligence, drones and
unmanned technology, cognitive warfare, hybrid warfare, urban warfare.

The nature of future wars will transform from an information-based conflict to an
intelligence-based one, and victory will depend on achieving dominance in intelligence
rather than in information. The actors involved in warfare will shift from being
human-centric to being human-machine composite systems. The mode of warfare will
evolve from a network-centric to a cloud-centric one, and the object of attacks will
change from system-based to cognition-based strategies. Seven characteristics of future
wars have emerged from the conflict in Ukraine: multi-domain operations, cyber and
information warfare, space warfare, the use of artificial intelligence, drones and unmanned
technologies, the intensification of cognitive warfare, and the hybridization of warfare.
Given the future technological developments and the nature of the military competition
between the US and China, the Korean Peninsula and the surrounding Indo-Pacific region
are likely to experience various forms of future warfare, which will require the
transformation of the mode of warfare and the battlefield. The lessons from the conflict
in Ukraine and the escalating military tensions surrounding Taiwan suggest that such
changes may accelerate. In this context, South Korea needs to be alert to the new
elements and characteristics of future warfare that will be introduced through the

US-South Korea alliance and prepare to respond to these changes.
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D718 AFHE HAlo-A oy HAL FA ol 1592 Holskal glom, o
£ 4o 7] 1aeRd 232 o1l Qlt}. /1T AAY JAM| E skt Ak
o7 AT EAE H-9 AL 19949 GA AlA 3919 AT B =7Fad S22
ot YE9| A BEAS Yo 57| v € H7|E B3 BIHSRE ol siaol:
3R =AIGA S04 2lAloY a2 Bt A, JEH QlolA 7lsd 3k FAA
o] 870l ARAE A, YA A A=K gray zone strategy)®] 1=} 5
=71 FHAMAET} 1 Fof AFAREA B2 TAIE AT Qi 53], B9l
o] ZZEI U= AfolH B AAPHS HIES &-5f -5 29 M2 FH(domain)ofl A<
Ao ST FAPREY] AREE XY AR =20 BT &8, © Yot g
AloREe] AR WE THA[SH] A3 S22 nAREY ARG FRIERTAY I
AR FY2 Ao gt S TS A=she SAlOl &9 dRERCE Izl A
ST A A(LAWS: Lethal Autonomous Weapon Systems) 22 Ql-ZX59] #AF
3} 78K weaponization of AO] 3t Fo2-S S7HA7]AL Tt
A&7 A A(AWS: Autonomous Weapon Systemsi= 27] X491 @ Q14 &571=
of 93 L AHzHdol AREHUE FA ERAHAF7IFAIHHCCW: Convention on
Certain Conventional Weapons) 3]2JAE &3l =25 o|ojztoH, 2017HHEE A
AE71153]9(GGE on LAWS: Group of Government Experts)S &-85to] =A|A}3]
9] S w=7] Aol o8 vt @A 9dS WAL itk @A7HA GGE on LAWSE
E3f o]Fo]A AL 117H4] o]3¥ & (guiding principles)?] $HOZ LAWSE EJl[ &
= FIIAASY FAIJIE=HIHL: International Humanitarian Law) &8, 171 ¢
9lR12Hanthropomorphism) S4], +=2]9] o2 CCW AA Q] AT 5= ZEFstal
o 12y 20189 1071H4] o33 =1 9] 19 & 17H4] o|P A& F7IRE o] o=
Zh=o] Aol Apo| = sl =27k AR RASA| 1L qlor, E35] AWS| tisf| sA4Z o2 9t
o 7ldo] flrk= AM RE AERIsHA HohD2)
o8 I7F FoAZ vl=oly =t 22 AT AEXYGY =72 AWSeF #Egh
S AlH o 2uynt FIlskAL = BH, S5 2Aloks Hogt Y2 HAATOEHN

H
P

o

o
N

1) oPE. “SA s AR AIAI ] At Al et R PSR AR, Al36d A|22(2020), p. 88.
2) W AR IAAC] thet A2 =it -2 o] div] W7k S Al19202(2022), pp. 3-4.
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129 AA] digt sfMI 322 375k Ut 9l E°1, Nadibaidze= 201497H
20229714 Aokt CCW 3] oAoflA LAWSS Hs) Al&et AW 22 5% 498 A=
£ EA5HA, BAlorE et Fojet 3ot o AAE &kl A1 o)t By
A BEE 8 =71 F shute Fon, 11 v o® Aok 27HA] S a A (AHE = Al
Al(multipolarity)ol A9l A= A9 FAF 4] AdAo] FBIE of)2 s
th3) S=19] LAWSO] tigt Y7goll dhshirls B Skt ofn| ti#2] S|t A=ko] skt
2 B3 glon FAJoto] A HMSIE evolving positionO & FEJICHH, F=-9] 53
YAZ ambivalent position &, 5% Zo| sk 2o YHE BF 7 =
AoZ FFstT Yrtad)

I =71 AL Al Mt Al Al (ecosystem) 752 FIgt AlF9] PR 2020
| Z7te|o]8 A=A (National Data Strategy)?} 2021 =7FAI- A (National Al
Strategy)& 3705k, °ol& HIFo2 A=A (Defence Al Strategy)2t T4 LAWS
off Hiet et (1% 25 AJE W8e ZFoIL e FHEA ‘Ambitious, Safe,
Responsible & 202290] S0ttt vl=-2 F=2} vR7IA| = =7F 2H49] AT A2t
A 52 A% AZEAES 0] 3706k o™, www.ai.govel T HPT ¥
e, AREA1(20209 Pl=rATAIE(American Al Initiative), 2021 Alo] 3t =7t
H LS| 1A (Final report: National Security Commission on Al), @%tl|o|& &2k
(Federal Data Strategy) %), 7|6} T SWE(FY2023 oJAiks Al 94t vl RH9
ol ALHAO] gt Al] FF HIA 5)& AlFstal Aok vl oju] 2012¥o AWS
o thet 2=2] F414 2|2l DoDD® 3000.095 Agste] # Fd d =9 A5
on, 53] 20234¥ 1¢¥ °F 109 ¥ & E3°] gt 7iFTe e84 AWS

AAYAA ATASE 4 BYL BT Uk

3) Nadibaidze, A. “Great power identity in Russia's position on autonomous weapons systems.”
Contemporary Security Policy Vol. 43, No. 3(2022), pp. 407-435.

4) Pramudia, P.S. “China's Strategic Ambiguity on the Issue of Autonomous Weapons Systems.”
Global: Jurnal Politik Internasional Vol. 24, No. 1.(2022), pp. 407-435.

5) Qiao-Franco, G. & Bode, 1. “Weaponised Artificial Intelligence and Chinese Practices of Human~
Machine Interaction.” The Chinese Journal of International Politics Vol. 16, Iss. 1(2023), pp. 106-128.

6) 1] FLE(DoD)9] FAHEA (issuance) Z9141 DoD Directive® DoD Instruction®] tE&o]H, o]%
Directiver =34/ Secretary of Defense/undersecretary of Defense)] 52lo] oJst AR Z B
5 102 Y99 &2 EkS 7IA AL 1A, Instructions =R 2THDeputy Secretary of Defense)?] &
Qlof ot & 9 AXEAZA] HE 505 W] B3 7HItt. DoDD ¥ DoDI 25 g=oj2 = 3 &
B, A, A 5o sidd 4= it

7) DoDD 3000.09. “Autonomy in Weapon Systems.” Department of Defense(2023), pp. 1-24.
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v AWSO]| et S Awstal Sl vt FHO o]t SHAA AF7HA|
2 ST 22 Aol Aoy, ol= AWS7E F435] st Q= H5r|e Hofet
Z”S 5ol Hoj e AW ARy 22 FXH R Wt ARk Aol eIl A

o7 HQIth FAATFALA(CSIS: Center for Strategic and International Studies)
Al ARAA n2AE O] HARRI T 18] B(Gregory C. Allen)Z 2022 6¥ 71L&
oA 20214 2¥ dFF FUFE AL @A Qb XFSHA| Y= AlAHE E551]
QIek AHgho] itk 2kl Tk W8t 20219 4¢ 1] S+t vlHARY R 2o AR & HEo]
(John Murray) o] “AA9] =7 AstofAl= thQl A/} TS A HHEA] QlTto] Q
APa7ol azgtE]ojof gt ekl gt W80l 7] DoDD 3000.099] W83 LA|5HA] &
s LI s

mEbA & AgtollAs 202349 1€ /1" F71AA A2 €% DoDD 3000.095
7120 & uxo] A FI|AA FAof tiet AAAQ] A4S ATz B FHY o]
A

S=S ol B 1 Balo] Ik, o] SIs) @ AWSS Bste] A AAS Mt P
w9l e B, @ 20124 o HHT oW HolFo) YA, ® FHH We F &
o2 FhHe] BAT AR 27} sl BAT Aol et AESH 24 A8 ﬂgs}m 3

ZH O
B

A)

(?]

]
o}, olnf, 7129] §hE Aol 1 LA AWS 474 P4 Hofrhd vl AWS
AHOE olsF 4 YES AF7HA] AWSS Teiste] TRt HofolA le%a o2 g
AL AL siolnA et

AETF7IAA Q] 7id

AWSo| thet ojE Fo7t EAsHA] ¥ (&, =71t tE AdE ARS), AWSeF B
St 9] =70l 11 gl et AYS B2 o gofof tigt olsf= Hi¢- S 85tk
A& 501, dii-& deHfully) AWSE obd] EAIsHA] b= ACR Hil 3lon, AWSI
it AAA A S22 S s FolA e AA A (preemptive)olehe 9JRl= 7
o] AT & g17] Aofl wlg] FAIRRS rFasHAH= ARl o] A2tAe] JAI K= 5hy
(HARPY)Zh= wi3]57](Loitering Munition)& ©]9] ‘Fully autonomous=il HA|skaL

8) Allen, G.C. “DoD Is Updating Its Decade-Old Autonomous Weapons Policy, but Confusion
Remains Widespread.” Center for Strategic and International Studies(une 09, 2022),
https://www.csis.org/analysis/dod-updating-its-decade-old-autonomous-weapons-policy-confus
ion-remains-widespread (A4 Y: 2023. 1. 3.)
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o]
AR

7ol

%~ DoDD 3000.09 7igsellA= oldeat v7EA = AWSGHREF71AA), Semi-AWS
(BERREEIIAA, o]F s-AWSZE H7]), Operator-supervised AWS(R-&A 7= AH&F7]
AA, oA humanolA operatorZ% vFE)E LRSI 9low, 11 oju|E Has| A

37] 93] Zhzre] AHols U IuE (B 1)o] E7|5at

rlr

O

1) X227 (™A1l el

g9

A weapon system that, once activated, can select and engage targets

AWS without further intervention by an operator.
(RIESIIAA) | LT SSER SEX0) O3t £71X0I 71 QI0|E BXS Meiohn B243 4 U
S7\HA
Semi-AWS A weapon system that, once activated, is intended to only engage individual
BIXI=2277) targets or specific target groups that have been selected by an operator.
— e

UEH RSB LB Of5H M4 BHOIL BAT B12 DK 27IAP

- To (B e e | e LA ]

. An autonomous weapon system that is designed to provide operators with
Operator-supervised . i . : o
AWS the ability to intervene and terminate engagements, including in the event
oozt 2= of a weapon system failure, before unacceptable levels of damage occur.
Nowop | 2NE HE 20l 29 & gl Ilal 0L T SBAP KRS0 1S
N SANE == U=E FAS AEF7 A

% AWSS} s-AWSE 2+ & BAS AAR FZ(engage)ols] H29] Aedo] &
WA, L&A A YA vt LEH webs] AWSE 7780171 213t 4l 54

‘01 A 7188 84 GrgEe] QA gom, mAAEA s TN TE 9A F
PouhE 2ACE 47 9SS & 4 Utk o] A I5UY =YolAE A7lE At
AWS ©l }%91 o] A4 4 o, oldt de] Frlof disiAE the AolA thE
97} ofaL °1fﬂr. AWSE 3712 Q—Rz} ¥

>
oo
il
)
gl,O
rlr
L
o
|o
L
e
H
>
E

vci—%x} 7:? = AWSe &84t A= =2 A5l WS7P Ao ® A5t 9fn

Tl glor, ojuff Z=Rttal sh= Zo] oj| A

‘317}01] "H?l =07} olARH A &, A7 FAF Tt W] A "= olE
9u|l+= BA(MHC: Meaningful Human Control)2 E7] offth= Zlo|1, d& &

Roff®} Moyes= MHCE 93l Z|4gt Zt50jof & 2708 2-8AF9] AJgl4lo) L Qg



116 1=g2766-2

Hrol 247 99 A 28] B2ix AF, 127 10 W Ao] gt YA

HH = A9 371x]7} Wesichy 24549 T3t o]E thE DoDD 3000.092] A
A oA Q17714 AEjHo] Ao thet A-gt A Qo] AAE=H], olF BaiiE
MHC7} &4 4= 9ltt.

s-AWSE ¥ #7154 AeAde 7 1R, Al  HRdt 7)solls A
HAY] Y5544, 28AA FAH 740 oigt *& A&, AdERt #29] $4%9]
o, TAY A, AdeiE #A-0] tigh T GAIA 9 f& 75 AlBe] o, ol &

= —
SA7E HE Aoyt EHBA(specific target group)e AEsh= 2740l gt A=d
th. 5ol ERRATE oA g7t o33t

o]
S
A A%7] W, 73, A% 59 A4 X

AWSS] 7idxt o] et =29 UQlS AnEH Al Foljl7bee edHfd 482
w-&E] A Stk AA, AR GF2 A7EY] o st Hehd EA9f THTH EAl= 7
oA &2 & Sl /it AIE B sh] Hsixe FeHaRl A9l Alsold F317E
AyzZbolet FQlQ17t 5 A7t 2ol it sfigo] Z83tt] ol et HEdt o= ofF
EA5HA] L=t ‘3%01 A 5olgh= AIE Aol obd AR 2 7)Ao 4 4 Sl
7Hell oigt g 77 WsAl Zsiith. A= FP(Alan Turing) ©l=gt SH|EH =
A& "ol 7—5‘.3]% FOIAM S HstE Bl AZIRIA 7AIIAE ok FE ER
AdSe WA =}t T8 o]Z3FE AR Ql7to] FEER] Esl= st wHuke J) A7}
53 BF olF AselH & 4 Ubte O 971HA 9 ARl ZAI7F "ordl

" rlr

e
.‘_4

etk AWSE Ae/gdolehs 17t o] iRt doks EAlet AAHnt g ES 9]
A THoIA Aed T e AdS AT E Y, o] F 71A 0 AE3E WY =9E &3 AWS7H
7R i @A) oS Aaih10 a9k, Q17ke] x8Adol i) W Fskx)
So] /g HYE Amstg o, mebfof 3 ooz A]9] AFHQl oju]o]R] HAZ &4
St Aol Higk dBoms H7] St Aotk

9) Roff, HM. & Moyes, R. “Meaningful Human Control, Artificial Intelligence and Autonomous
Weapons.” Briefing paper prepared for the Informal Meeting of Experts on Lethal Autonomous
Weapons Systems, UN Convention on Certain Conventional Weapons(2016), pp. 1-6.

10) =F9E(2020), pp. 90-92.
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= WAz, Fel7le Al 7Nk & Ee 19 Aste] A% Bk eyl Qo
ot 24dS AT 8a7]edle A, &4l HolH 5§ g2 dAd7lec] A=A,
gt Y 71eR AIE B T Al 7leTdd ¥4 S0 2 73 Foigter,
FZolle dutal, AEFPA AGPT 5 2 HF3 T4 2719 Lot dit dissk
AIE 93] AT = gloy, FAJIAE 47 HEE 5 3l A= disefd] olz1

H

3
AUt AA= AIE A7ohe B2 QAT At AFE3S 5) SollAe 223t
HIES & Al AR Z71AISKS(ML: Machine Learning) #0F7F J15oAE 134l
A Boprt T A4 ti3AdS WHA Al=MLe|gl= F4]o] Hlopso R Qi AAo]
oh 22y JISAFTE 1A 7led REFOE A Al FREE A, A FE7HA
AH(Expert System), HA|0]Z(Fuzzy Set Theory) 5 AlY] HH#4 ®IHHEE0] Hol|t
U= A, 183 A Al B9 71es0] A=30E geiztal vk HollAl A 9
WoteAle AL Hfld Zolrh. ol ARolA ulmoly F=2] FHAI-EA oA

=2
£S5 AEA BYsiof she £AIE WSk Q.
I FLsHA AWS Aot #RE FAIT o Stk A2 2 AuE Zderial wdE
. g9 227 B

DoDD 3000.09 7Hgol A= ol et fARE 2742] F2jo] = 1714 45 37t
S & 3714 A2 et ojsie sl ¥ IdHE (& 2)°1 733

(E 2) DoDD 3000.09 2%

Establishes policy and assigns responsibilities for developing and using autonomous

Epey and semi—autonomous functions in weapon systems, including armed platforms that
- are remotely operated or operated by onboard personnel.

ST |MAL X2/EIRE 7I5S NSl ASSt7| 95t M St M 7

Establishes guidelines designed to minimize the probability and consequences of
Sx) failures in autonomous and semi-autonomous weapon systems that could lead to
o unintended engagements.

Xg/ete 27I8A Q] dn Fafut 252 £|A8H517| It 710|=2101 3

2343 Establishes the Autonomous Weapon Systems Working Group.
o NEF7|HA A2 -
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E4E B B7AA ] AL/ 7159 AT 2 AR figt Y] a9
< BAISHL U=t ol duEE A&A FIAA ZAA7E ofd 2t yRe] A7
< WE Qs A %0475]% “}O}E‘r E}UP ojdmol= -7l ERHES ZE

52 5 Ao 9ol FEEE £ EA
Z(armed platform)}& ZFRITHTL 71 u|E 5] sigict. Faz & AFofA= 1] =
R A Al I 82 AU ARt BA9] ZHE arEs] ZIAZIA] gith
5] 5LolA AWS/s-AWS(C]F(s)AWSE H7])9]
9et Ao Mg f85k= QRl0&E It

A, A-71A 432E BA, 235, ARUACIA Ast, AZEo] FEAY] oF A
o] AtolH FZolut MEF, 9| thfdE(countermeasures), 27g9] Hd& 4% 52
2 51 ok Asfol] TRE FoofA] Y] A= F7HE 8- Aufe] gEolu JFFS
FHasRsltts Zo] BAT WA LS oM TS FAislels AL oulshA] o=t}

o -

_{
)
3
Pﬂ
%
(o]
:I:ﬂ
W)
|
)
o 0|
By
=)
3
)
59
Ol

I BARE Fo=, AR 54 I $844Z ARk Ut
opA|g; E22 7H’§”d’°ﬂ MEA F7H AWS AFE ot (working group)?] Awo|t}.

AR ool BAIFGIRHUSDPIY), AR USDR&E)12), SSAEARKUSD(A&
913), FFFHFAIHGC DoDY), HIYAHAIHAZHDCAOD), =EAHB7H=3
(DOT&EL0), eZHCICS1N) & ZF A9 Ed3Hrepresentative) 2.2 %W, FHoj

e MR A ZHZHUSD(P), USDR&E), USD(AKS), FHZHVCCS19)2] 51
ES Ash] vt He 52 ARITE Z, (9AWSS] 857104 8% 7sE= &
ot ZE 7]HollA (AWSS BHH ol 9 "] FEE Al FoteS o= o|FH
A= AL 5 AME 5 AXo AFHE FolT 5 Q= A= Hoh
DoDD 3000.09 €82 (9AWSS] A4, /i, &5, A, A3}, 90 484 5= Sl=
9], A58kl (automated) 4 A4 50| = = Z8Hguided munitions)= ESHE
hal PAJSHIL Qltk. 0] A HA| U= G2 ARE/THARES] Alo|H 59, Y4%

11) Under Secretary of Defense for Policy

12) Under Secretary of Defense for Research and Engineering
13) Under Secretary of Defense for Acquisition and Sustainment
14) General Counsel of the Department of Defense

15) Chief Digital and Artificial Intelligence Officer

16) Director of Operational Test and Evaluation

17) Chairman of the Joint Chiefs of Staff

18) Vice Chairman of the Joint Chiefs of Staff
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& E’% %% Aof| o3 AFEHAY AE/HARER] BlEY

Hl-R = 820 95| 507 Ft= Z8 AF], E¥EHunexploded explosive
ordnance) —'13—7]5<]74]7]' oid & /R AIAEE AAISELL Atk o= () AWSS] 427t
dG5] F/4A01AL olF T FAISFL] ofE AdRolA Htiio] He e HEE AlA
o 2H oo HAFS w7 St A= How, H|tiio] B 52 AHA &
A W5 FA| = Aol o 2 AR A ALt A&/RHARE 7]50] 8= AAIEE 7

A
2 %9

ohet, UWEOI AT ZAAE Apgol A& T3l 2T AE7HA 9 L7 ASA &
HEH JAS 7 ER thd £ ZAES 7IF0E AWSIA ofdAE W A
5 ATE19) oE o], EA FEEHIL A= AT HF- AWSY oo w2 £
ZAZIAE, 71E A T2k HolA &7 280l QloiA vt e g AEf 9
2t 77k vlEol] 7t AR 7152 SURRITHE, 121 o|§ A gt HHet A
«1 3ol A A= AY SR Aol AR o8 & s ﬁai Ttk FA]
7|0 AR A& uf 7Pk wHRE iE- S5 iR R

HolxA] ol Hr o] AHed} 2 A5t 58 75 7H &40_%' Holug &0
o g iskes A2 YAA, Fer]ARl FIH o= Holof gkl JZRith
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rutg jubad
i WIO

IV. A5\ A A et A
DoDD 3000.09 7§75l A B3l u] 5ol AWSe}F #ach A2 6710w, 7i4w
oAl HASIA = kot AAAQI o|siE Yol (I 3>3 o] 39F HFol¥om, o3

YA 2 sk

(& 3) DoDD 3000.09 X277 ||| X4

EEE (s)AWS2] 271

BHb OlsHEIAL] M2
EER H TSI 59 HE
BHd H TR 591 HE 0]
B e (5)AWSS| ZAEH/Ole)
B FY Al 2242 K

19) oPg=. "ol die& At e o ek SRR, A33dE A22(2017), p. 124
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1. 8™ a: At2/HAkE 2715HA2 2A

A AR FHO R o]} vV R () AWSE FH 9] ARgof| SlojA] At -84t
7F AAst 29| WS Y] ES(exercise appropriate levels of human judgment
over the use of force) AA=ojof Frarl st Ao 7|Ql4] wtoge= 2Hgt
(appropriate) olgh= A} A Q1ZF Wi human judgment)©lZh= EEO| Lo,
o|F St A=olu FAIRE B2 ofA7F AvkaL 2T A2ol|lA A|71gE 1] =HE W
FoJA Z= S=k o] o] ofd7F &3t &, <d7to] (AWSE &3 FE9 ARE
oA S YeHohs AL 284 s AWSHEE 5l-83ith= Qu|= &2)7] ol
HE0] o]F AHS 95k 37149 "Rt F AX-71A A Ho|AofA = ZEATE ALY
A= AAZIE ol v2th 18y Al A olx= ARk AWS7THA A &
Al = AWSE Z23HE) 5918 & U= Y A2E FAE] Stk F7HH o= 9%
7 EA AA7|EE Fort o Ao = Helt

A A e A YREeR 37RA7E A ot A RRE2 CCW GGE on LAWS
A= T8 AR tFojzl Ho] Sl= A5 AxHY] sHoltt. EL IAARRo|lA AWSS]
AAA FA0 ¥ifsk= w710l WA= ol 5 SHUE ol& w7k= oln] F71414 71
9 A QE, A 5§ A4 HS AAE UEL ltke Aolth 9= (9AWSE
olf JUst st=golet AZEY oA} HF HAHV&V: Verification and Validation)2t
AZAAQ 7 U 28(developmental and operational) A|$E7HT&E: Test and
Evaluation)& Z-8%3 Zol2tal PA[SHHA, tiEo] &3, ne|e} oA A& -7|&-dat
(TTPs: Tactics, Techniques, Procedures)S #3aloF it sich

DoDD 3000.09°14= 5 @A7F &lsiof & AE= A Adf Alglo] () AWS] o
S ;S o e FHAYA Aol Higt Y} 7hs o, Foid Al | HE Aok
= HAE AP/ 28AY] I E T4 AES F =A, A S IS F
2013 ¢ U FE5] F(robust) AAEU=AIY o F-E Ztokal Sk of7]A 734
AAlE B 39 EoollA ESHARE ARHEAL B2t 22 2ojR]9] Ak) oA
AlAglo] A 9] sz ofyjgi 48 Bt & 2k 4= Sl FAA e AAIE vt

R3] A3k SR BACH ARl g7

ol

g2
t
rol
o,
R
b
>
rir
N
o
N,
olr
1o
>,
¢

20) "P¥E(2020), p. 88.
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3 (JAWSS] FRT & % shtolth. qoksnw 7] 3 S A g Al
271044 A36% AHe] 77 AAe] A ZuolA A AL 9T, BIIAME

21) PP, HEY-2E GAAT AT FIEEARRA,AT4H A3E(2018), pp. 337-357.
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2ol A E(distinction), Hl#(proportionality), AFA9¥ (precaution)@2Q] &4 &
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413} 42804 th2 Ao wetA (AWS7H HEER= AL oGA BEE AA7olA
oj¥HI FUT FRI 7IHF LY BHAFANE AASHL k. Aolme F1l 719 4
EE FAHOZ senior review and approvalZ BASIA L, 2018W 1] HHE ZZ71H
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2t (9AWSY] 7 Holi= USD(P), USD(R&E), VCJCSY] 591, AstddlE USD(P),
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59l AEZE o7 o2 Ae/iHE &8 HEE 7] FIIAAE 283 AWS
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A FAof A =23t Ble} o] AWSE 5%l HEY o= A1 = (&, 598 &
W), ol AATE QI Wk o BE WA AFAY AWS FolAE 28R T AWS
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BHE Helth vt ojdmoA 5 AE £ 4= WA AAISHL, 11 919 (s)AWS
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22) Under Secretary of Defense for Acquisition and Sustainment

23) Allen, G.C. “DoD Is Updating Its Decade-Old Autonomous Weapons Policy, but Confusion
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AHmateriel24) 2o tisfA] o]5 A&Hstal wHst7] 93t H29] 84 As AWSE
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WA AE 2L sl Al B, 2H& 52 94 255 7 A2 Wolshy] Sl
EA #AZ AEsta wAsk= ARHEE 84 = AWS7E 9leH, vl WA, DoDD
3000.03E(Non-Lethal Weapons Policy)°ll w2t 24F34]0] tish vl4H, BlE=]4Ql
g2 YAl AWSE ALJETHT SHYltt. wheha] SRR tis]] {o] ZFPofA9] AWS
E82 84 At AT Qlvtd 591 HEZF /gt Bl Qle Aolth
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Transfer and Technology Release Senior Steering Group and Technology
Security and Foreign Disclosure Office)oll #&ol=S (s)AWSS] ARG L o]%F A]
71& 7€ b o5 QAR 9 Xt whet Sl ofoF Stk HHAISHIL Qitt wh
ZHA] (AWSE M =22 A9k glo] 7]&2] AAjof| wet AL o]¢fo] o]Fojd &= Sl
= ¥ & Sk

Remains Widespread.” Center for Strategic and International Studies(June 09, 2022),
https://www.csis.org/analysis/dod-updating-its-decade-old-autonomous-weapons-policy-confu
sion-remains-widespread (44 4: 2023. 1. 3.)
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4 19 2R (NDS: National Defense Strategy)oll AF Al
gk 584 IdF% F 20189 6¥o] FAIHZFA(DoD Al Strategy)Z, 20204 2€
Al &89 (ethical principles)Z, < 20224 6¥oll= Al S8 L2S x3sta] 9
AI(RAL: Responsible Al) A2k} AYHS&I: Strategy and Implementation)S 571
THUS DoD, 2022). 7|& Z&U}TATE Al 2 €2], HJAL S&IE 530 A= (trust)
£ Fokltke 428 J9oE Yehd (¥ DI 2k /iR TeIAE (9AWS Al &
o] AA, 7N, HiA|, AR AL S92 HRJAL S&lof| A== sfof qhtal HEo]
™ 57FA] Al &2 922 AgAIsH3I.

(a8 1) 0] YR Al T2 HH9)

u)=3; =t RO Al 8|9S HWoEH, L 57kX]9] Y2S AASAL =t
% AWYE(governable)®t Q174 (human-centricity)= Agt 471471 A9l 5L
3 Y89l AL (E 4)yo] T@sHc

25) DoDD 3000.09. “Autonomy in Weapon Systems.” Department of Defense(2023), p. 7.
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Analysis of U.S. Autonomous Weapon Systems Policy
based on the Update of DoDD 3000.09

Jungmok Ma

Keywords

Autonomy, Weapon systems, Autonomous weapon systems, Al policy

The United States was the first country to publicly open its policy on autonomy in
weapon systems, DoD Directive 3000.09. After about 10 years, on January 25, 2023, U.S.
DoD announced the update of the directive. This paper aims at providing systematic
analysis of U.S. policy on Autonomous Weapon Systems(AWS) based on DoDD 3000.09
and improving the understanding. There was so much misunderstanding of U.S. policy
on AWS not only from the outside of US. but also from U.S. DoD personnel. This
paper provides 1) the difference between 2012 and 2023 DoDD 3000.09 and 2) the
explanation of important policies and concepts based on the understanding of vatrious

issues on AWS and Al in defense.
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