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ot QIZA G Aztoldt ohE EA19 Folo] vt Alsolzt Foll7ie= dgt
A ZACNA AlFsE e, o= HFEY &3 tEo] ZIAVE Azt 22 A
52 7 $ R EREn

A FP(Alan Turing) 19509 79 2H AU AAst] AAELE =

motal 71A7F A7t 22 59 AsS 7= Aol o' AUA O o

1

(N
L
(o]

A S Aottt € WMI7MA(John McCarthy)= 19569 TtEHA
A RAFOEH IFAFolE= MELR ®opt sk AVIE
FE U345 ATE FEotA "ot o]F 1958
AZATW(ANN:  Artificial Neural Network) E@9 A[ZRQI HAEER
(perceptron) &2 ©3AATS FHOE, 19659 HAHAC|E(fuzzy set
theory), 19708 % A3} AAKevolutionary computation)?] 7|Z7} H& 44
A2 E(genetic algorithm)7HA] AFA5e F5o] AIZEHAT, HAEZS] |
T} ol E A-&3let=t Aujsty A FE77F w2 WA "ok

ol Asq 7IAE W=7l Sl siEsoF & EA9 ¥9S v AlRtSHA
A7 A" (expert system)o] -84 T4 IS A =Huy, HE 9 &
A 5o AgAos R Eopofut &-8E= HAlo] FLE 19809 F
grof] QJIZAZETe et At BEoHA E=dH, & YEA(Paul Werbos)oll <
8 Alt=al A|zxE] Rl1E(Geoffrey Hinton)oll oJsf AA| #8H QA Hw}
(error backpropagation) ¥ig|E &2 X B4 AF vlE 7|H| 93t o3
+z HAMEZ(MLP: Multi-Layer Perceptron)e] HAIEZ9 thydS HYS &
GA FEloH, AFH 7|& HHOE YR AARS A5 AT 5= A =
A7 wZoltt.

N S =~
30 2
o x
ol H
o
£
ko
o,
re
-
N
e
flo
1
(m S ok ofX



1980t H&7]= 1990¢thof ol=2H AlF%o] BT 25 7SS 1t
PeHEY AT AR L A i darelE ES A|HE AESHA] et
A7 SESHHA oA lE 45715 HolstA €k 20008 Hioll= 54
Al B2 7|4 S5 (machine learning) WMHE(EAJYF(Decision Tree), H|o] Xt
ke |

}(Bayesian Networks), AZE ¥¥E ™Al(Support Vector Machine), 74
QF T2 AN A(Gaussian process) 5)°] 5| AtHTh thA] Zop2 Q57| &
A Az ELS 20068 HolH HA Y J—P‘Lo— BolA kst @A nt
AT 4 At Hlo=xn At 22 dPd(Deep Learning)®] &

=

T4 Begh 9eide B89 ndSo] 2% WA delda ST 4HL
AFHA AN & FEZ Y] AR
1% FHER W] A%e 9y 714e 201649 viEoE fiEe 2 B
A wAE. 2 HuiIEDeepMind)7h LT AFAE HHE ZRIAL
1 o ]

1131 (AlphaGo)et olAlE 9=e] tZ2 7|A 7t
e, & 19 ¥hof Q7S FHolde Hol=E S5&=et Q3A

2 A HY UHrEAs)A 7] (general problem solver)o 8%t B5S qu
Atk 53], dotils AHolEL M2 HACcRE BN 1}057
AdAE 17 A7HE FHolde 2aE HoFelon, IBMO UA3AlE %
(Watson)Ad 9= d AA0] o= MEZ stal Ut

- T
{ob
(> rlﬂ
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Convolution Fully connected
- A
3 %
—a
R A
LO (Input) L1 L2 L3 L4 F5 F6
512x512 256x256  128x128 64x64 32x32 (Output)

-border fight
-attack
-center ko
-nobi

-hane

-split shape

G ¢ 3 e cresationy
B wan den oS

AIZAs 71e &7to] He ATAATY 7|&E +2+= oot 2o, ded
2 ®HE 278 oJA9 hidden layerE 7MA+= thEAATE ou|sict.

AV

0%
P ‘\'I 1'/‘
2N

output layer

/
®

input layer
hidden layer 1 hidden layer 2

QY 3-2) ABMZYQ| 7|2 X9

18) http://deeplearningskysthelimit. blogspot.com/2016/04/part-2-alphago-under-magnifying-glass. html
19) https://www.digitaltrends.com/cool-tech/what-is-an-artificial-neural-network/



ALY

NAES AlEoiA TdsHEA A2 27 THEolA 1 o] FAE 7
£ sp7l= o¥AY dEAH] F+2E2 o3 2t DEN(Deep Feedforward
Network)2 H#4de 7 7|&o] == <lFAEFolal, RNN(Recurrent
Neural Network)> 98 AEE A4t Aupd 4= QlojA &A8 JHE HF

ofof sz EAWRAIE delEHY  EAE 9l AEE & dth

1o o oy

CNN(Convolutional Neural Network)2 $AI(convolution) FARS S35
HE& FEot0] g5T & Qlo] oujA] A EofoA thxFoz d#Z QlFAl
Tog Sy 9 o&o] wWE Aol Qitt 20169 EFalE CNN 7¥ke] 1%
AF83 . GAN(Generative adversarial networks) % 719 Ql-ZA1Aw
AAANA sES Ao, &9 MEF olHAE AT 5 = sHoez &
A Ut

Input Cell
(O Backfed Input Cell = / \"I/

- YA NN,
A Noisy Input Cell 2 "4 X0 “ 'dh'ﬁa'

| e NN
. Hidden Cell - "? ‘Q:’:V\ ‘l‘ "‘ "‘

90
\..;.\..’;.\

. Probablistic Hidden Cell

. Spiking Hidden Cell

Deep Feedforward Recurrent Neural

. Capsule Cell Network (DFN) Network (RNN)
. Output Cell &
. Match Input Output Cell ><l

o™ 9 9.9 9.9
. Recurrent Cell . Z< % :g‘}:{";:g‘;:g‘;zg‘;:g
. Memory Cell . >_<’ \"‘\"‘\"‘\".\".\
. Gated Memory Cell >_<; .
, vl Convolutional Neural Generative adversarial
@ Convolution or Pool Network (CNN) networks (GAN)

(33 3-3) QI3MAYe R0

20) https://www.asimovinstitute.org/neural-network-zoo/
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53 =1
oz A7t

2

¢

H
aFA
- =

o] EMH&E 5

wopo M= A7ks

o]0} 1

tH I YFoA ojE o] Holz|xL
249 (Black Box Model)olgtal E=20, XAl=
= ol XAl=

UEE YrEolFE

FIHA LS 2Rt

UEA]

DARPAS] Z2HAERE de| LA ot

3t Q15X 5(XAI: eXplainable AI)°] thsl
ULk H2P¥} o] dlojg A Al Adso] ule
4o WojAx

ses mEo YR

HEE 7l 28 4

-

2~

15

nR= K%

ulsto] 9l

[T A A R |

H rzmlli

SATAE

Today Task
x * Why did you do that?
2 Deci: * Why not something else?
Training Mach',ne Learned Recomnsﬂ:r":d:mn = Whendo you succeed?
Data [7] Leeming Function * Whendo you fail?
Process * Whencan | trust you?
* How do | correct an error?
User
XAl
* + | understand why
New * | understand why not
Training = Machine n Explainable | Explanation « | know when you succeed
Data Learning Model Interface * | know when you fail
Process * | know when to trust you
* | know why you emed
(O3 3-4) HYItsst QI8Kls HEE2n

3.2 HolHE g o E dEd 7& &&

ABA%, vAled, PedS wole] W2 yehfolnw ofdet 2ok Q1BA
o) w9l o wilEde PHE Fote] Fa AT Hof shed skt doly
2 olgsjd AREYF olUF Ao} RS S Foln, 1 F Pde
Ol FA1 AW (Artificial Neural Networks)S o8 & 4o} &8 k&= AS 9
21) https://www.darpa.mil/

YL RIHLYENHETL | 29



sttt HAIYY &9 s WHL 374 A Z=dk5(supervised learning),
H]| X =85 (unsupervised learnmg) A35Fst5(reinforcement learning) 02 £

F& 5 Aok AZsE2 AFEA AEE AFoty a2 A7l HAlola, o]
o S}55talA}t Sk gho] o4t gholH E(classification) A0 sfEsta, A%
#olH 3l (regression) Al sttt HA=e52 HE FolE §lo] dHT
ojFTto R  gEol= Ao, H[RE —E—*ég M= dHolgE7189 +3
(clustering)o] @7} & & Aok B3FehE2 sh59] tiido] o' 5= Fotd,
O 59 1 Y8 JrE I duds 17ﬂ dejFo] 1 HEE AFETL °f
&ot= AS ugith

ARTIFICIAL

INTELLIGENCE
MACHINE
LEARNING

DEEP
Ot Q:} LEARNING

1950's  1960's 1970 1980's 1990's 2000's 2010%

(33 3-5) ABXIs, oiil2ld, Haid2)

o= gu#dSE AA Fdshr] fgt @73% At "HAEEs F=00A
t 2ol &g (library) =2 Ui*]a‘a]/'ﬂ
A& =t d8d golBgg=

A

7]

ropE G

0
fijo rOi' n[o

rm _VE
lH nllo
A

)

-

ra

- it
—l>
;9

H

Jh
u)

[¢]

)

22) https://medium.com/@alanb_73111/artificial-intelligence-vs-machine-learning-vs-deep-learning-
ai-vs-ml-vs-dl-e6afb7177436
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F7IHA WS 2ot 2ed ZlE

b

=]
oL

0%

AT AAERI B4 4 Q7] e Solnegel 94XE AAstn 9
s, 9o solnde gl o2 3 WA © F4ut dolueelst A%
Lo, olEjdt HoludelSe urh HAsA H@AoE IEE ol & A

sjEct. 34kt glolBEgole Agts, WAEAL TF-Slim, Sonnet 5°] U,
ofeiet o] Zegsrot E7F W= AlRtAF 7P A7I%E F4h BtojHaE ol

100 96.77

80

Score

Framework 94,

(J¥ 3-6) 2018% Haid 2t0|22{2| &923)

WA AlgAs T @A § FA9HE SolBEEEtal AGe AXME ARtAoA
o] Ryl ZHe Aol AAR2 oy 71X Hi= <l 1(backend engine)°f| 4]
al, RAE AR AtAe} iIHA AsHA Hoh A=Al wWAs
Hog AMGEE Zlo] HAMZEE, Kok, CNTKoH, 1% dMZ27t 7P de
E otk Agtaet dAZR| o] Ze BAL WMER7F 20194 9¥ €
AER 2.0 ;ﬁﬂ HAZ EAISHEA B 101 Fot HAERE 2.0 HAREH AL
HAZZ0] WdH 14F API(Application Programming

23) J. Hale, “Deep Learning Framework Power Scores 2018,” September 20, 2018,
https://towardsdatascience.com/deep-learning-framework-power-scores-2018-23607ddf297a

(accessed Apr.12, 2020.)



Interface)2 AZFAE tfkeras®t o202 pAHAHOT ARRSl7| ARGl o m24),

;oh

Aekz oML GAESY ANBR FHYS o9 7I1E of2] 7
ade }ﬂsm VIR MEKE dhieras A8 Ak W1 ek,

A2 & Y ZFILEOA oo} o] uto|y JIEZIHE APAITIH
Gitlzerstuser>python

ofgfje} Zo] molx FEE Y ‘hello,TensorFlow!” 7} &gEtid HAZS

il

> import tensorflow as tf
»>> hello=tf.constant{'hello.TensorFlouwt'>

23> sess=tf_Session()
3> print(sess.runchello)?
h’hello.TensorFlowt’

Aeks BA7L GFHOR $ED AL FASH] o) Holdl ArelES A

PAZ & AAE import AT,

C:tlzerstiuser>python

= ﬂ%& Wy LEnEZ} ofd 9 HereA A4 ZzIdY dols
. o}

2 NZHoR Y 4 YA S maadolt FuE LEXC] 4 93
Ax 3 E%EEOM cheat g2 Wl ANt

24) M. Heller. ‘o2& A= A4 API, AlgkA Dokar]” 2.12.2019, http://www.itworld.co.kr/news/116583.
25) Keras, “Multi-backend Keras and tf.keras,” https://keras.io/#multi-backend-keras-and-tfkeras.
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tWlsersthuser>pip install jupyter

tHsersthuser>jupyter notebook

_ Jupyter ault agout

Select flems to perform actions on them pinad | [liewe] <

- m Namow

il
o
(i
oj_.
=2

D~

] E2& A9 [NEW] ) [Python 3] HIwE AEsid M2 %
o] del& ZAS T £ Ut MzE Y Z2AE I=E52 dFskaL,
Shift + Enter7]E& F+Z2 W HIZ oljoA AsPA7} &9Qlo| 755}t

O

. JUpyter Untitled12 Last Checkpoint: 35 F {unsaved changes) P Logout
File  Edit  View  Inset  Cell  Kemel  Widgets  Help Trusted |F‘ythnn3 o]
+ % @ B4 ¥ MRm B C P Code V||

In 2 import tensorfloy as tf
fiello=tf. constant ('Hel | o, TensorFlonl )
sess=tf,Session()
print (sess. run(hel [o})

b'Hello, TensorFlow!*

o)XY FWE REEL 71 IS FA Urold AP 4 glonw A F



= -r—xﬂﬂ 0“3} E3 HAERE AARFS AR T "HAEEE import AE
DLL load failed FE Aot He A% Ut} o] 2F+= AVX Support 2

F2 HAEE 1.6%EHE AVX A9
T}26).

ole} Zo| 4l HAY HAEEE HASHA XS == AFol= Google
Colaboratory2 AFES 4 Qlth. Google Colaboratorys= Googleo|A A|&5}
£ E9%E AHAZ gmail ABEZ 7HAL = AFEolRtH Fu RRE AR
o] 7Fs3lth. Google Colaboratorys= Io|#, HAEZR, AgAet 242 d#d
grolB 2|7l nlg] MA|Eo] glof, HA Tt T2 -Er—ﬂi Qg AR ofE&
= ZAA Yotk H, FuEH LEE HZ 7|HCE 51al glof AIAHoE: H
g5l FOlRTE Google Colaboratory?t 7F4 €8 AREEHE olf+= GPUE
AltE AlZE oA FEE ARRY 4 ok Aotk Google Colaboratory=
55| Google Colabolzt 21,

https://colab.research.google.com®] &3t Fo Gmail AFLE Z2Is}
A offiel &2 A& 0|7} £

—_m-‘,

>.
H
ol
we,
H—4
|m
Az
e
r—,‘j‘

B TS

O

26) R. Patal, “Install instructions for TensorFlow and Keras using CUDA 9 and cuDNN 7with
GPU enabled, on Windows 10,” February 27,2019,
https://github.com/rohit-patel/Install_Instructions-Win10-Deeplearning-Keras-Tensorflow
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AL EL PR

Py-t=U ER-5]

Ml

(] G+l
wEgEe

& HP A

FUECT O

SENT0 At MY

GitHub GiEUE AL A

GAHULGY ALR H Y

o] Cirivg
HE Y Ay Ctrieht &
WHUE SR

ipynd [IRES

DYOIRES

SR 0RLT| A

iy ClileP

GPU AH-= FsiA= 9% A ["Edd] ) ["ed +9 #74] dl
S3f ofefiel Zol st=dol 7€ GPUR WAste A°] 7hssiH.
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ALY

& Untitledyipyrin
GF 4% w| 4¥ 249 7 SE¥ SEENRGAEE
= tAE +8ae =

g Ei
© g BYREH G
LEHER
HEEE

OoengHaumac gy

Ha

= 395l =y

= O

o] 9837 AH8E & Ut ol YHAE Google DriveE Colabol @5AI
of sl te FES AshE URL DA} AN EL

o from google.colab import drive
drive.mount (' fcontent/drive’)

w. Go to this UAL in a browser: https://accounts.google.com/ofoauth2 auth?cl ient_id=047318989503-EbnEqk8qdaf 4ndg3p feabdl

Enter wour authorization code:

q

URL P32 dZsHd, Bz A H|d7]
o] Eodd o DriveZ} Colabol] AZZOoE A%

rﬂ mlm
R e
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Uik

© from google.colab import drive
drive.mount (' /content/drive’}

[+ Go to this URL in a browser: https://accounts.google.confo/oauth2/auth?client id=947318989803-EbnGakBqdafdnd

Enter your authorization code:

Mounted at Jecontent/drive

0202 HAERY F8}FS AnEt. dAEEE 7|28 2o2 "X (tensor)
g oY wlgS AL a8 LE(computational graph) QoA E#EUH
H(ﬂow) Aot AL gulstal, A4 IHE fL2= kE(node)t WA (edge)

O|Fo|AH LEQ} LE Ao|R dXEZ &9 ®HAE°| olsdtt s A
(constant), M (variable), AAHoperator) Al 7FHA] & St 7IA2 AHoE +
ot FoH =25 SY57] fdii= & 7HA F7HR] EXE AA-oF skt Al
AS FolA AYst= Aot &8 Ast= A2 IHZE ot A7MARE
3 Aol7| wEol, AA dA FgEZ SHEW7] Y Iz Ay dAE -
R

>>> import tensorflow as tf
>>» hello=tf.constant{'hello.TensorFlouwt'}
>>» sess=tf.Session(d

2> print{sess.prun(hello))
h’hello.TensorFlowt!

AMEZE import $F Tof T WA Eo)A tf.constantZ=

HEORE e LEE Aol ol =E9] o]FZ hellogtal AAsT Al
AE Fol IHPuE APAAFDL, printdts FHolZ HPTE sess g2 3T
ot AE7HA9 dA= constantBe HHOIE o856t LEo] A g AH
AGs Fde. F7H4 2 & placeholdergh= BHole 2o AHFH S 114
AlZ1& Ao] ofyzt "ast 0 feed dictele WS 53 st e AT



™ B g W
© mort tensorflow as tf

a=tf.placeholderitf. floatd2)
b=t f.placehol deritf. float32)
add=ath

sess=t . Session()
print(sess. runfadd, fesd_dict={a:l, b:2}))
print{sess. runfadd, feed dict=fa:[1.2], bi[3,413))

sess. closel)

o 3.0
[4. 6.1

A WA Zo)4 HAEZE import T o F WA &3 Al HA ZolA
tf.placeholdergt= @02 499 S TS & U= =5 A5, ol
L9 o|&L a%t bkl AAsFATt. tf.placeholder APIE= QIALZE Hlo]E EFY
< 9ulst= dtype, HIolH FHE YU[Sti= shape, H4H9] olFZ 9v|st=
name< Wom27), Holg B2 AFE YU|st= integer, AFE YU|st=
float, EBagp-Aed4E Usle complex S§°] A &,
tf.placeholder(tf.float32)> 32H|E A9 tHolg EUS Z= THojHE
feed dict= W= A9l LEE AAst= FRololth. vl WA &2 FoH a%}
bE Hols EE ATt AAHS @I, sess.runs APT wi= A HA QAL
2= AYstaz} oh= A4l addE HAIokL, feed_dictE &dll placeholderd]
B 2 AAs) &0

o2 AgtroA BdE AHolshs W2 Sequential FE AL} T API
T 7HA WS 8328, Sequential FAZF Hol AREEE HHRIH, 3=
=AY E Aol 9 YEQIo|t §HH, 3y APl shHY "|IAE YL, °f
HAS Fo7 HYEr T2 2dlS Sequential FH AL} T4 APIY F 7}x]
HHES oA 2SR HA Sequential A BHOo 2 2HJ3E Kot

il

27) &322, HAMERE i HeEd," AR, 2018
28) F. Chollet, “AlZtA FAAIA] vie= Hed,” Weld &4, A dHE®A), 2018
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ot

2
S

[5] ftrom keras import models
from keras inport lavers

nodel=nodels.Sequential() # MHEZ ZE 44
nodel . add{layers.Dense(256, activation="relu’, input_shape=(224,224,3))) # Z
nodel . add(layers.Dense(2, activation='softnax’)) # & =7}

04
o
~d

model.summary() HEolE YHotH HAH o] FLXE ofgfet Zo] &l
& 4 9k
[6] model.summary()

[» Model: "sequential_3"

Laver (twpe) Output Shape Param #
dense_2 (Dense) (None, 224, 224, 256) 1024
dense_3 (Dense) (None, 224, 224, 2) 514

Total params: 1,538
Trainable params: 1,538
Non-trainable params: O

olfiol P APl BAo R 2T mdolr,

[7] input=lavers. Input(shape=(224,224,3)) et S B
w=layers,Dense(256, activation="relu ){input) #Z0H YHHHE HE
output=layers.Dense(Z, activation="softmax )(x) #M2Z E0 HHE HE

mode|=nodel s, Model { inputs=input, outputs=output)

model.summary() HHoE o84 AAH EHol 1XE IRIs|EH A
Sequential FHAE &-&slo] ZAJSH BHO ALl ZUSH LRE QI 4
Aot g€y E50] sl oA 7t HEle Sequential A HETEORE

S
o

—d

=
w39l Aol 7hsditt. s, T dEEdolY tE SYREES Y de
Sequential E#A RHEg A= Aol AgtEo] & ¢ ERSE "M
APl 29-& Z-83ir},

El 5

Jﬂ—’éi% 283 ey 2ae WS geiAE ey mde ga J)x
| o8t Wastct Qede mPW wAlNd BEe 2E thgw 2wy

fillo _Bi

77Tt



@ g53t1A sk tlol"HE BIT = St 7Hdskr(hypothesis function)

£ 7I5A(weigh)2t HlolojA(bias)E2 HEE= 4514 REA| 0= el

@ 7HgE7E AA dlolElet dupt Zfol7t Y=g Hdshs H-E3h(cost

function)29E A 2o]3stct.

® HEFE AT £ Qe 1SS Bof B HAY e JHd
9] 7SR 9t Hio|o] A Fh=T

g A3 BPLE dE =01(1,3), 2,5, B, 71Y (z,y) F¥o] 3L

o, 2,y IAE fla)=2z+10]3, (4,95 HA 5T $ Utk Hilyd

Yo o2 s e et Ut

D AFEE 94 Hwb) = we+behs PRSI w b G PR A

3.
@ doJZ FASH w,b Fo] BHEQ w=2, b=13} Lult Zol7t YE=AE
cost(w,b) LR Lot=d], B3| cost(w,b) Tpe FAAHITHS &85t

m

cost (w,b) = poete (wa;+b—y,)* 2 Zo] Yehd

i=1

At

s

® A A= 2= mlnz 2 +b—y PR U £ gtk olEet get £

m

»
—_

w:+
AL w.bgket v gTSE 22PN Felg Mug, Agold ¢ 4
o w.bol W 718718 002 e e XA HE}E Hopd %
k. AR BAVL BAHASE o B F8eA e, BFEL of
g sl A% HYS 1Y F R ASRE TS AN
(gradient descentolct. wol og 718719 boll e 718718 ofdlet
o 7% %,

29) €438 (loss function)gl k. 3t
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F7IHA WS et Hald Jls 28 et

ot

P " ,b m
%: E(2$?’w+2xi‘b_2xi’yi) .
i=1

%ﬁ“‘b): 3 (2, w— 2y, +2b) X —
i=1

NAT 71877 Faetd w bE FAAFEA,
3 W78 Wks 712717 00] H w, b FE A
ot} w, b9k o] 7|A7L StEEIA Bk we WetulE (parameten)2tal o}

Auistely 6,2 EESkE, A setulE st oA
ol HEAE S4ow Uehid Tewt 2

dcost (907 91 )

0,=0,— %6,
P4 ot weiulgE dule] Al guels YAE 2 taE
(learning rate)oltt. o7} Y& 39 mepug7t A9 XHo2 A X}
T 5 X, o7t UR Fod sty SEr AU ma A7 4

K

olo] HAT o ke Fe BAL st

oA glo] WAled F|E ZeAas sigon A4 WHolw 9o AN B
AS TANARES st dAE29] 7|8 SARAT malede] 78 e
£ FsH ofle] 1~@ BAZ A % AUt

® Bl HaokE AAsf 7HSAICh violojaets mEtuEE JHoIE



olufe] metule YelolEt W TSIt At

stk 9] A% 3 ORAQ HEPSst HEEs A

el

o import tensorflow as tf

# 2lolo| HERI), Bl Ah) M4
w=tf Variable(tf.randon_nornal ([11], name='weicht')
b=t f.Variableltf, randon_normal ([11), name="bias')

# CI0|EIE UHYE placeholder A&
#=tf.placeholder(tf, float32, shape=[Nong])
Y=t f.placeholder(tf, float3?, shape=[Heng])

# JiEg do
hypot hesi s=k+u+h

i H|Sat+ Hol

cost=t f, reduce_nean(t f. sauare(fvpothesis-Y))

# HE3 JHoE FAEY, 58 NE
optimizer=tf. train.GradientDescentOpt inizer( learning_rate=0,01)

# M8 & LEZ cost’ A
train=optinizer.minimizelcost)

tf.random_normal([1])2 %ol sl 1AM arrays dHO=Z FA5H=
ololH, tf.reduce_meana & 7R $X] ®lA9] HA3HS A5t
o O~QHAR M-S FAdota, B8l A4S Yo TEtvlE ddlo]

10018 AAES AAstel, Ade gt

# Ha A
sess=t f.3ession()

# Variable 2|8
gess, run(t fLalobal variables_initializer(})

#eost, w, b, train RS SAH DRRIOE HL0IE F= 310015
for step in range(1001):
cost_val, w_val, bval, train_=sess.run{[cost, w, b, train], # &2+
feed_dict={X:[1,2,3], ¥:[3,5.71}) # & placeholdertfl GIOIEIE H=
If step % 50 == 0: & BOSIOCH step, cost_val, w.val, bval &
printistep, cost_val, w.val, b_val)
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tf.global_variables_initializer& 9oIA  w,bE& A9st7] ol AR
Variable W3 ol& Ads}7] Yslr= FA global variables initializergE %
2718} AlAoKSITH, Ay ZAil= oo} Zo] &RId 4= Qi

2 o

[» 0 12.834915 [0.89086574] [0, 16413348]
50 0.009731204 [2.1102438] [0.7399972]
100 0.0075706816 [2.1008034] [0.77082324]
160 0.006951228 [2.0893626] (0. 79581194]
200 0.004678195 [2.0792477] [0.81985]
250 00036774715 [2.0702827] [0, 84027624
300 0.0028908218 [2.0622962] [0, BBH38616
350 0.0022724483 [2.0852328] [0.67444276
400 0.0017863459 [2.0489705] [0.8A8G7EGET
450 0.0014042462 [2.0434184] [0.9013004]
500 0.0011038772 [2.038455] [0.9124907]
5B0 0.0008577286 [2.0341303] [0.9224131]
GO0 0.0006821 1835 [2.0302608] [0.9312101]
B50 0.0005361558 [2.0268297] [0.9390099]
700 0.00042150437 [2.0237877] [0.94592506]
750 0.00033134304 [2.0210907] [0, 95205605]
800 0.0002804867 [2,0186992] [0.9674924]
B50 0.00020474377 [2.016579] [0.9623122]
900 0.00015094599 [2. 01489921 [0, 9565653]
950 0.00012651918 [2.0130324] [0.97047405]
1000 9. 845404208 [2,011555] [0.97373307]

AARE A9 39 EEo] Az X gl 48 dEshal E9He 7HE e
gsEAL ST A 92 A9 AR ghol EHEE Ag &R

3o B

o
=2
}.
[24] print{sess. runlhwpothesis, fesd dict=0%:[4]}))
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ot
+ olgEF(binary classification)”} QAttal kAL AT
Az WE A ol Aygte] € & AR olFEFoIAE T
nE A 2% 4 T EFFolt. olgERel Z Elgz
2 Qo Y, UTY T 0 Ex 19 FoE WIS 5 Sl o=
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=
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2 IHA= T AlIRo]=(Sigmoid



function)o|th. A|TIHO|E 32 JE7te HAHS =AY 3T shd,
Ro|E 48 UrhiE $RAL ool 2ok

1+€7(wx+b)

H]%%V\ 5 ‘_4' So|Aq ARgE o 32A AQEZT F(cross entropy

cost(H(zx),y) = —ylog(H(x)) — (1—y)log(1— H(x))
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4 grol Fol=igiet. © omlebd Jdng weA g, v
Lol A Hx)=0 olgty e|&5H] HW SulE ofZoln w gL g 0o]
th Hx)=1 23 &5 H@ ARE ofZoln w4 ghe Fakdhrt Hol
Falol AT WIS AT T 4 U2 L 5 Ut

OJFEFAN wrtb Gl ALRO|E FHE HEAA 0~1 Aold] grow M

=]
& AT AR 329 7 2718 236 O F(multinominal
classification)olA= wxr+b AIEHC]E logits °|g} ghHE ol T2 ALE

WA (Softmax) ol &-&A1XIt.

_exnly)
Softmaz(y,) = 72 (s,

=9 Y2 0~1 Apo]9] gholw, S F9o] 10 FHO]
Ao ATEUA oo 9 g2 2= g S AL
=

=€
=
SES oudth BEol MY ¥ FUAW 1, U FYis 008 HFol
A<
T




olHg vetoR gede A8nrlo] WA ARE} oluAS ofFA A4
SHeAs AMEc, FRHE ouAS Avlo] wet Amx Ao WAz QX
o g Sof ofg} 1w Zo] 28x28 HAY olu|A7t Yo®, % 7849] WA
2 Q4sh Aolth. 7 AL ulo] wet 02557149 $X8 Helatct. 7bg
A4 WAL 00]1 Yrix] WAL 12559 442 o]RofA}. & FREE of

oA HFEFA ¥ EF Sol HE dorEA AEFAH 2 olue B
(filter)2to] HEFH AitS o & Hpo|olAE HIF2 =M olufz|9] gheS

=oto] E45 FEshe Solth. V1M "E= #d(kernel)ol2tile E2EE

e AR WY AU e AEXEY Aol T 4 Uk ABEA AL

HE 94 42z olEsirid dY ofmAo] HEst=l, dY oluAet &
o H3ste darlE w3 & 1 o 183 O 2YE M2 &

o wolol2ztA] HsjH

o
by
o
-
St

AEFA 59 2%
< @A "2, 7|4 Z A EZo| E(stride) et
Stal, AEFA AAIeRE Qg o[m|A7F EolEe AS WASH] flsl oln|A]
e 0 22 &4 @ A & AEF AHE Sk Skt ol ©
(padding)e]2ta sttt of AAE HoFE=r, AE

o|E7} 10]1 WY Q=

¢

r (o

£

o, &
[
o,
fo
Ry
A
i
(R
2 R
-,
1o
>
m

31) 26T, “BFe] g2id,” A dglEmAL 2017
32) Alel& 117], "EHIERE ARk gEd, Al &4, dEuiHoliAkE, 2017
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o213 |1
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11013
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11211
21112
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1121
21112
331
1121
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3|13 |1
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211 |2
3131
=

24

29

21
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A AAE B3 ojm|A| 9]
Bz}, ofefjel o] dFo]AA|Y(grayscale)?] 6x6x19]

=
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=

24

(2x1)=24

24

29

24

29

21

24

29

21

26

] =y

ik

s
o
22

26 | 31

23| 28

==0[e17

242 AASEA s
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o] FFol= HHEIMax pooling), BaEH(Average pooling), FALEH(Min
pooling)e] J=Hl, HHEGLS o|n|A]9] TAloA 7P & 32, BA4EFS 3
T+ S, HAEYLS 7 F2 S Hske WHolth 25 ol QAR A

= = 0 =
A7 % 7, oluxe] EYHel REnle Hus) W % k. ofge 2o &
=
=

26 | 31 26 | 31 26 | 31
= =) =)
23 | 28 23 | 28 23 | 28

HEHEY FEEY HAEY

224 33 29 32 AY 29 gL 1490 BA F ATAFDY 3
ol
H

Zfl_ o -
U9 &3 22 AAAZA Z(fully-connected layer)& AXH AZE
=

d < SRt AL AAT A4ge 7x Yo "E9 X

@3t voloj A g, AAAZE FO FUES AFsHe /HEA gt Hlolola g §
. MR AAsE 7FEX|Q) HlololA S 2] YalAE o
Fo| Hlo|gAEZ} itk steiete ¢

st A MES S8 A=

i
L
of\r

0

s ¢ A4 5 MY 2ae
F29 HdE A5t A2 o Aotk o] EAIE diacks 2

AR SH5H (pre-trained) RS AREolo] Ho|gkk(transfer learning)S AA|Sk
= Zolth. AFd 5d Zdolst i HolHAEA ulg] EHEo] A=
HEQAZ, U¥r¥ oz JLSVRC(Image-net Large Scale Visual Recognition
Competition)ol 4 1008F0] W ofulx| Hlo]elqERl oju]|Wl(magenet)}S
olgsto] shret malo] A shd R ABET of wAolN shiE 71
I, vlololast YESTS] 728 olgsid Ao e dolgMEtory
oA 2R mdg SAZ % Uk

A

O|A| crack HlolHZ AEBEFAH AHYS Bl cracke] ZEH Hlo]Ee} cracko]

22 Wy

Wi

2FEA B YolHE S ¥ HAE HolHE 8 uE mdo) Hgus
3ols) 2ot crack HolHE AZkaggloolH THeRE W 4 k. AL



201090 AEE d&srd 9 A4S ZHECR 7| 9 A4 HolELt
HARAE =Y, Holy H{etAE0] olF sfdsts HES /st 3olth
ofg] milgd ZAAdI] #9t ofdzt B2 dlojEEo] FAE 7] "o, H
A2dE shsohet] a3 et HoHAEES SHT 4 Ut

Hlo|H M EE surface-crack-detection®|2h= &t Qtof| Positive®?} Negative
= oF9l EHE A A F H9 Eu= ofer Zol 77 20,0009
crack HloJE|e} cracke] ofd Hlo[HE F/dEo] Ut

il

(3™ 3-7) crack HIOE{ ME33)

ol &£HY} EIAEE {5 EY AFAH= ofllet Zo] gtk EHHolEet H
golel9] £E 8:22 FAS| train &t o}°] Positive?} Negative &5 <t
o= Z7ZF 16,0009 oluA| Elo|HE /5t test & 5tQ Positive?}
Negative &6 Qtolli= 22 4,00089] ou|A] HolHE st 7= A=
ghgoll &o17] "ol Hisol A" Alssl F= Zo] A3, Positive2t
Negativegh= EH 9] YA o] #Fo]&9 &= FHIUth

[>
I {m

-

33) A. pandian R, “Surface Crack Detection,” November, 2019,
https://www.kaggle.com/arunrk7/surface-crack-detection
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v [ surface-crack-detection

~ [ test
» [ Negative
» [ Fositive
~ @ train
» [l Negative

» [ Fositive

Holghzo] E83 AR E EE2 VGG1639olth. VGG16 20144
ILSVRCOIA &%-5% REz 13719 AEFH 3% 5719 &7 5, 3719 &A
Ad Sox FAEO Aok VGGH o]FZ o] HEZ HxE HARF A+4A=0]
AE EAHE t5+9] Visaul Geometry Groupd # A& o2 Zlo|il,
16& "EdollA= IHtdo=® SkgA|AHoF Sk 7FsX|9F HiolojA9] mieulE &
7 S SoE A7l fiEo] 9 52 AL 16719 S FAgE Aot
I sto] 16012 o]F BRI VGG162 3x39] #Yst A7 7171 dEet o
3= ol&sl oA A717F FAE & A=FE AEFHAS s o] CNN
Ldo] Hjsf A2 "EE 742 YEYINA BHEHo R ARESto] it 5Yst

A el setalg 42 244 Agstdrks 40|

l

34) K. Simonyan, A. Zisserman, ‘Very deep convolutional networks for large-scale image
recognition,” International Conference on Learning Representations, pp.1-14, 2015.



——
— — 0y =N =l M =y (3]
I (IQL&] (SIS IEL =SS [IBIS1S] | bt
0 | ™| g™ | e ™ e ™ ™ S
1 Fl fl|Fl (AN TR ) F1| 7] AT
(313 3-8) VGG16 X
oAl HolehsxS &89 ehsot= S AmErt. WA ImageDataGenerator
£ &8st HolHE EHEQIT. A¥bH]l moji ZQJA| HlojE= BE A
A9 "HAM=E H-sH HAAY = F HEYI| AlFEojof stE=, o|m|x] 1}

g}
Ue 9 ¥ RGB WA gow tIPsta £5 A% o dAR wWasielo}
o
!

o} SHAIRE AlR}A9] ImageDataGenerators -85t o] AAE 7HdolA df
3}

[1 # ZsHl AFEE 0IOIFIHI0E &
from keras.preprocessing. inage import ImageDataGenerator
train_dir="./surface-crack-detection/train’
batch_size=32
image_size=224

train_datagen=ImagelataGenerator()

train_senerator=train_datagen.f low_from_directory(
train_dir,
target_size={inage_size, inage_size],
batch_size=batch_size,
class_mode="binary’,
shuffle=True)

# 2ol At=E S M2 FH2E 0|F AE
class_nun=len(train_generator.class_indices)
custom_labels=|ist{train_generator.class_indices. keys())

from keras import optimizers

from keras.models import Sequential
from keras. layers import Flatten, Dense
fron keras.models import Model

from keras import models

from keras import lawers

import keras.backend as K

K.clear_session()
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batch_size= T2 HjX|(batch)uttt HolF= Hlolg &5 ou|gitt. HFFH
o] g AL} £k Aot TA Eo] B HolHAEE g Hol sEche A
o] oflzt Ho|HE oA HolFA Hi, HjAT ol Ho|HAE,
batch_size?t 2 719 HoJHE g WOl ShEol=AIE Qu|sta HolHE ¥ W
Uo] F=A|+& iteration®]gtal 3}, image sizex= VGG160] Ygo=z ut
oju|x] Apo]Z7} 224x224 ©]7] W&ol 2242 HA5FT}. class_mode=
H=o]7] uj&o binaryi AARolPal, dFEFY Hol+= categoricalS
st =} ofgfe}l o] ZHbolE 32000%°] FA4HoZ Q3 AS ERIT
ATt

[» Found 32000 images belonging to 2 classes.

=

i)

mZ:
4> oxl o FlF

s Ax= A 2E i B9 & SR 2ES H4ste FEolth

VGG16& 82 & weightst oJu|AYl Ho|HAER T5H 7MAE &
Ath= %oltt. include_top VGG169 &AAZE 52 ZIHA| RS ZAHst
£ "YOI= Falses AHYotH AHAZ T2 oA g2 HEHITS &
A =}, input_shapeZ+ image_size(224), image_size(224), 3& AAsr=)
32 RGB oFAIE 9ulstal, AHo|AAYY A+ 12 HATH E2
VGG169 YIEQFE conv_layers®t o]50& X3t} layer.trainable=False
+ conv_layers®] 3EMIE(FISA], Hlo]ojA)= ShaHA] Fes 145t HH
ojo|tt,

AR A

ojA] M2L RdS AAHEA 24 models.Sequential) XIS T FT
model.add() g5 &5 RS 3= A== Aotad o Utk 7P WA oA
/938t conv_layersE #1l Flatten() g &8st olg 1A o=z =R
o} Dense() T2 FAAESTES Folge=dl 1024= A 5 Yvlsiy, &4
SRt reluelth. PRAEE 2AAE F9 KW = sigmoid BASITE AR
Sk olFgERolAe 12 AAsH, ddEFY Ffole fU o= 349 &

_]
=
GA518HE softmax® A}



[22] # VGGIE 221 227|, VGGIES| denseZZ WI2IE FZEE conv_lavers 2 HE
from keras.applications import 'v'GGlE
conv_layers=YGG16(weights="inagenet ', include_top=False, input_shape=(inage_size, image_size, 3))

# VGRIEH H E21= conv_lavers 2 TH2H0IEI= &SR =6t E FIE
for laver in conv_lavers. layers:
layer trainable=False

#HEE ZY M4

mode |=nodels. Sequential ()

# WMt oAl VGRIEEE 2 F A conv_lavers &I}
mode| . add{conv_layers)

# nodel2| fully Connected laver 222 24
mode |, add{ lavers.Flatten(})

model . add( layers. Densel 1024, act ivation="relu’))
mode| , add( layers.Dense(], activation="signoid'})

# 22 HEY

YGGEIE_node | _path="YGGI16_1024, hE"
mode | . save (VGG G_node | _path)

ot} £ HPolz mdo] FYH AAE AT & 5 9tk VGG16 HF
1 s, W = 7x7%512=25088%U=
& S Qlth o F 9 52 A4 & B Dense SolH, §4 £ 4G

[13] model.summary()

[» Model: "sequential_l"

Laver (type) Output Shape Param #
vagl6 (Model) (None, 7, 7, 512) 14714665
flatten_1 (Flatten) (None, 25088) 0
dense_1 (Dense) (None, 1024} 25691136
dense_2 (Dense) (None, 2) 2050

Total params: 40,407,874
Trainable params: 25,693,186
Non-trainable params: 14,714,688
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2 AARE BdE SEA7e ot BEE 29 & HYo &A%
of A3}t 7|¥, AeARE Attt &%= binary_crossentropy® A
Aota, dFEFY HFol= categorical_crossentropy= A3t} ofgfo]
AlofA 2A3}F 712 RMSprop= ARESHI=T], A3} 71H2 oFA gRlgt 7
Ao Qo= SGD(Stochastic Gradient Descent), ZEHIEH(Momentum),
Adagrad(Adaptive Gradient) & ©get ol slom, aAoA= Eol] AREE
+ RMSpropZ ARESHIHE A3t 7|¥ A"HA QIAEE 582 AASHIL
o, A= 107(-5)2 A5ttt A5A E(metrics) 2= HE % (accuracy)=
toch 24 Sk5 A sksAlt(epochs)= 5L HIolHE 2 ¥ ¥HEZo=
STAE oulst=t], dAlolA+= 103= A= st

ol

2
0

12
=
A

g

| from keras.models impart load_model

# 0 =€
mode | =load_mode | (¥GG16_mode | _path)

# 249 Ao
model.compilefloss="binary_crossentropy’,

optimizer=optimizers.PMSpropl|r=1e-5),
metrics=["acc'])

# 29 Ehs
history=model.fit_generataor!

train_generatar,

steps_per_epoch=train_generator.samples/train_generator.batch_size,
epochs=10)

#09 HE
model , save(YGGE16_node | _path)

ofefg} ol

A, &4
o

(SR
o)

1

i

0
o
1k



Epoch 1/10

10001000 [ ] - 11951s 12s/step - loss: 0.0519 - acc: 0.9875
Epoch 2/10

100071000 [ ] - 170s 170ms/step - loss: 0.0084 - acc: 0.9986
Epoch 3710

100071000 [ ] - 170s 170ns/step - loss: 0.0038 - acc: 0.9994
Epach 4410

100071000 [ | - 170 170ms/step - loss: 0.0023 - acc: 0.9998
Epach 5410

100071000 [ | - 1695 169ms/step - loss: 0.0012 - acc: (0.9398
Epoch /10

10001000 [ ] - 169s 169ms/step - loss: 5.9886e-04 - acc: 0.9999
Epoch 7410

10001000 [ ] - 169 1B9ms/step - loss: B.5928e-05 - acc: 1.0000
Epoch 8/10

100071000 [ ] - 169 1B9ms/step - loss: 7.1625e-05 - acc: 1.0000
Epach 9410

100071000 [ ] - 1695 1B9ms/step - loss: 9.611%e-07 - acc: 1.0000
Epoch 10410

100071000 [ | - 169 169ms/step - loss: 1.B485e-08 - acc: 1.0000

oA AC] ERE HAE HolHE B B HAE IS
B} oF 99.56% = TS HL FHEE FAT 4 e,

?AsH

ok

o

© ¢drE 3Lz 2
from keras.preprocessing, inage import InageDataGenerator
test_dir=", /surface-crack-detection/test’
batch_size=32
inage_size=224

test_datagen=ImageDataGenerator()

test_generator=test_datagen.flow_from_directoryl
test_dir,
target_size=(inage_size, inage_size)
batch_size=hatch_size,
class_node="binary ")

test_loss, test_acc=model.evaluate_generator(test_generator,steps=test_generator.samples/test_generator.batch_size]
print{'test acc:', test_acc)

test acc: 0. 99555053524 765066

2oz U3 HolHANER Y YEYIE +A4dte shgote AAE X9
0 HAL 83t "HAZE 2.0 BHo] YomA 1.0 vlA A

_o|ig
!
,
o
(H
i
[\9)

56 | Military Science & Technology Annual Report



I
;

b

=]
O

Ol

FIHA RS 2R E2ld Jls

r
Ml
0

d

|9 £ 4] s a4 golBE el tf.compat.vlE AFSte] 2.0 H
Aoz 1.0 HHe APIE EfHe F U1, FJIAFol= AIHESQ
tf_upgrade v2& 1.0 ¥{A9 F=E 2.0 HAOCE A5 WHIHE 4= QIT3d). 514
T do= HANEEE AEHFoE ARSI, "HIAER 2.0 HAS d Hart
UTh ARHAQ] B ATAE G=O=E AREStE A A HEA] gk A=t
A0t FARBHARE  "HAEREE importAl7lE IEE AR IiH,
ImageDataGenerators importdhs HAE Z2F9 2o]7}F Ut

J

[6] # EHasHl ALEE 0l0|7doly &4
from tensorflow import keras
import tensorflow as tf

from tensorflow.python, keras.preprocessing. inage import ImageDataGenerator
train_dir="./ drive/My Drive/surface-crack-detection/train’

batch_size=32

image_size=224

train_datagen=ImagelataGeneratar()

train_generator=train_datagen. flow_from_directory(
train_dir,
target_size=(image_size, image_size),
batch_size=batch_size,
clasg_mode="binary ',
shuffle=True]

[» Found 32000 images belonging to 2 classes.

g2 AZe Zds Pk FAoltt. e Hde VGG16T FASH
3x39] BHeL HjgdS o]&ste] o|n|AY AVE |fAISHHEA AEFH ik A
¢ AxE AASHE, 4719 AEFA
2308 5ttt Sequential) FHE AAd F AR IgE 2dS EYE
2+ glo] & BotErh Conv2DE ABFEA 52 9v|3tal MaxPool2DE 3
HEY T2 Uttt kernel_sizex= "EHQ 7I2 A2 Z7|E U5k, filters
g9 /e 9usitt. paddingollA same ¥ olujx|e} &

ojmx|9] Ato]=7} FUsHEE AY ofuA|d] HYgS A-Edh= A0l valide I

>,
ol
54
b
(o)

2
ol




['1 from keras import
from keras.models
from keras,lavers
from keras.models
from keras import
from keras import

optinizers

import Sequential
import Flatten, Dense
import Model

mode | s

lavers

import keras.backend as K

#MZE 2Q MM
model=tf.keras,Sequential([

tf.keras, layers,

tf.keras

tf.keras,
tf.keras.
tf.keras.
tf.keras,
tf.keras.
tf.keras.
tf.keras.

1

# 29 HE

layers.
lavers.
layers.
layers.
layers.
layers.
layers.
lavers.

ConveD( input_shape=(224,224,3), kernel_size=(3,3), filters=32, padding='same’,
activation="relu’},

Conv@Dikernel _size=(3,3), filters=64, padding="same’, activation='relu'),

MaxPoo|20(pool _size=(2,2) ),

Conv2D(kernel _size=(3,3), filters=128, padding="same’, activation="relu'},

Conw2Dikernel _size=(3,3), filters=E4, padding="valid', activation="relu'},

MaxPoo|20(pool _size=(2,2) ),

Flatten(],

Dense( 1024, activation='relu’},

Dense(l, activation='sianoid')

New_mode | _path="Hew_1024.h5"
mode| . save(New_node| _path)

model. summary(E £ A mde selst}

[ 15 G e

model . compilefloss="binary_crossent ropy ",
optimizer=tf.optimnizers.PMSprop(|r=1e-5),
metrics=[ acc'])

# 22 &5
history=mode! . fit_generator(
train_generator,
steps_per_epoch=train_generator.samples/train_generator.batch_size,
epochs=10)

# o9l HE
mode | .savelMew_model _path)
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SIMA S et BHeld Ve 28 ot
.+ Epoch 1410
10001000 [ | - 139 139ms/step - loss: 0.0070 - acc: 0.9989
Epach 2/10
10001000 [ | - 140s 140ns/step - loss: 0.0121 - acc: 0,9984
Epoch 3410
10001000 [ | - 138s 13Bmns/step - loss: 0.0018 - acc: 0.9996
Epoch 4410
10001000 [ | - 140s 140ns/step - loss: 0.0029 - acc: 0,9933
Epoch 5410
10001000 [ | - 138s 138ns/step - loss: 0.0046 - acc: 0.9933
Epoch ES10
10001000 [ | - 140s 140ns/step - loss: 0.0012 - acc: 0,9937
Epoch 7/10
1001000 | ] - 139s 139ms/step - loss: 0.00581 - acc: (0.9996
Epoch 8410
10001000 [ | - 140s 140ns/step - loss: 3.1813e-04 - acc: 0,9399
Epach 9410
10001000 [ | - 139 13%ms/step - loss: 0.0017 - acc: 0,9993
Epoch 1010
10001000 [ | - 139 139ms/step - loss: 0.0017 - acc: 0,9998
o4l HIAE BFE=E SRIsiEH, HMolghgZ & W Hrth= WXA|N 97% ol
o B ATYEE i 4 gk
from tensorflow.python.keras.preprocessing. inage fmport InageDataGenerator
test_dir=",/drive/My Drive/surface-crack-detection/test’
batch_size=32
inage_size=224
test_datagen=InageDataGeneratar()
test_generator=test_datagen. flow_from_directory(
test_dir,
tarset_size=(inase_gize, inage_size),
batch_size=batch_size
class_node="hinary')
test_loss, test_acc=nodel.evaluate_generator(test_generator,steps=test_genarator.sanples/test_generator.batch_size)
print{‘test acc:', test_acc)
test acc: 0.978R24067ETETES
A 77}11 ARE AXY dadS JEuio] it F1HQ0 Y glolk o]
A <14, Ao} e, WE £3 Sl YoIHE he 948 H5g Holk 47
= 7P115’— ALt 18y gEdE Yhekate ofye, Y HlolHE 8= T
e A, s mdAe Heago] g Aol olgtks A, 191 Be o

Age Bew

gtk okEe

7HAAL Qi



ALY

A4g 989 71 SHEEAA AL T AA

2ol AR AR 7120 FYASAAL Axje] eeto] glo] BESLL A
S

AHOR o) F7AAE A AEsAY Fliste] 5okt SHe Fal
s3] LAY WE, A FFE SUE W e =2e v Hedet Al
7Ieg AESHA A8k 4 e WEFeR X3kE HASH Qe Zog Hel
o olE AT o & FoMe "Ed 7Ieol FFESAAY ofE dA A of
A 282 5 USA AdEEd. ot 379 V2A "9Ed Ve "9olMe
ulRAIFA Q] FHolA Ted] &8 THede A8t

|
ax i Alﬂ
)
| 8 ) -32 3wy | wn}w ey
HEE$ |
29712 : oja 2y | AR AT "

(33 4-1) FYsIS0| HEHKOl Ei

4.1 29718 A4

48718 SANAE 288 I G Aol M Fasih ol o AR
Aol YW ABAol A Bl AHA BAXN ash s BAA YL
4ge) 2 4 Atk ol G 714 BEte] ofZH Ao BE ABAFO
2 FEst] o34 A7IAL A BEL AAste] teR 2AY 28 4
e AAYN 2 5 Uk
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WarGames

- et oy — e

36) https://www.artificial-intelligence.blog/entertainment/wargames
37) https://breakingdefense.com/2019/05/let-the-war-games-begin-army-buying-high-tech-training-sims/
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(O 4-4)y XA X158 ZAI-EEAXIKH A 0438)

Orient(d® 4% S Decide(%) #oke I AHEH, 245 AAF
=2 SUstd o =& EAskL A iEHE Adske Asd A

s

ZAALAAZ dowl, A AR AAC] WES PARE Bl A ]
HAs B2 A% AdoAe] 15 A4 AR EFT F Yt

38) http://www.apple-economy.com/news/articleView.html?idxno=63556
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ALY

ALY, F
AN BYAAS 7L 4 =S o | 2
f7el BPAACIA] AAAZ T PaAAE FAAAY Aol 2He
5o] 15T e FAE AHold fAAA S gkl A4 e Ao

ACBE)INAE FAAA = 2
389 % Ut 59

8ol 7FssfioF et E3F mAfo|a ol AL Ee Add] fiAE
T FGolA e Azt ot AR " BAl ol 3 FFelMe dsAT

o
ot EAI7H WAL 4 ol ¢he Zolth

39) https://www.aitimes.kr/news/articleView.html?idxno=18378
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Tes B o o2 A 5] AL R stgol AHsEHES o] o]
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[V 1] ojojE 3, WE q% 7|12 245 7Y &g HE24 xi58}
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(2 4-7) Xis3 BlOJE} 44442

42) http://www.saltlux.com/cloudService/dataMixiDefine.do?menuNumber=4
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1) CCTVHRZA, “UTAs EeL s Asiet dAg4zs B4 &8 A, 2019. 7.



AE H HAlREe HBAR 5 AfelE]E o] wAlEY 7INF &4 ¢4
2y 3470l W dstal, = ARIHESE J99] HAHY Yled dit
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AOIBHOIAS] DiAl2le Tl&so] ofg SAm g et
1. A &

1.1 95 8173

421 AHAEPAI s 2AZ A (Hyper-Connected), ZA A4 (Hyper-Delay),
A5 3HHyper-Intelligence)?] &4 22 IoE(Internet of Everything) ¥7 9]

A& Wi Utk ES A28 HEC F4T HRERY B FHLE HolH
4 TRt &% F7|17F F479] WeAHA BEo] HHolE(Big Data) AEiA=
i A5(Al, Artificial Intelligence)? WAL 71438 Jom
AtelHERE 7|4 ERF HAlEY 7IWHe] N kdtE AAEI §lrh2)

o Jm B

AL 5, UG @ FHFG] A AMFolA QAFAE Ve g8 &
o7} F7VotHAl H|ZYA Hopo] tigt wAlHY(ML, Machine Learning) &1l
259 9&/o] JUleta Aot Y AFA s L& At fish dvtky

9l AL B3 ARo|c,
Aoluinetolde] 7|TEe] pg 2 TH- FARS wWola mE mAl
ol83F E7E WiEslL 9lonR o]F 7k o] Holo] HaA JZ3lr] of

The oItk

ol

o o

oA Bl Asekd malEd Vles A8 oddt FHY A9l HE
3t7] AsiME B= %%E—iiﬂr HAY 7N ZRAAE Hos] A% dadEES
Ndsfop gy, bt A, 78 F71 #eE, Alae] #Ee ASAE Hetd
1545 HUAE Ak

o] Wa3Hy| ,_h_fﬂ% AFA T FAE Alols] o] A
3

24 4ol &steln glonl A4 AA A
uro] waleld 8ol w2A sty ok @ AAFoz HAHY 7% A
H

29 &2 2019499 3759
2 FAEY, F23) v)Ho] 22 QFAFE FE5HH 20238 0E 9799

afl o

2) KISA Report, “TJX|8 ZA(Digital Surveillance)”, 20208 Vol. 12.
3) KISA Report, 20214 Q18As 713t 49E Agsi”, 20204 Vol. 11.
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%, T8I 2L TR Hopld AoE AMAES FESL Utk ZEAA
A, deld 28, 14 33 2L &84 FY 5 thlet vl AFAS A

2¥o] Tl T8 Hofol A BE oge ¥ Aolthd
Bk o] AolE et YA Aol Rkl Kol 4L TA thEA
Feg ANFL FUYANNE AFASS A8l 22lo] BAHAL 9
o A B 371 A ogEu, 53, oIE A, A Ad 2
5 AojuolAle] wWaleld 7149 F840] AXL k.
s, AlEd 714 A EE eaed 7o) 488 HRAA Forde
59 o AAY W3, o4% 9 FAdE §F 5& BHoR FYHE Al
g 71 7o) Aol g0l +E 9% A AXL o] ool et HhHlt
gastch WAlHY 7143 FEAA e BAsL BaAE Aol 24 7|
o olsfsk AL HoFd AA 2 o, T Aolw FAL Wolsh] AeA

—

=

_

f

l

i

)

1.2 9798 4 HY

B AT dnitt 7siEedog AstEL Qe Bk En 42
= B2 AR Kol A HAlEd 7IEe] Eet fEE st
HRP Afate] w2l 27)0f ff-go] st AEAlsE = ACIHERY
= AgstHe A=t S7FekL o

4) KISA, “2021¥ Q. ol¢7 A, KISA Report, 2020. 11. 30.
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W Aolunel ool Ml Jluh 347149 gIE A
9 459, e R, A Avelny oY So| tE TA/ES AT
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FAE BF Aot g oler Jigd 98 Aeddon Sy
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o AelHAelHe HlAlely 7|&9 ok BAI e
wolo] BE AF AES P, AT NS EE FF T Aolnet el
g Zle Hek 9F dgere ovt ARg AFch



2. g AolMuct Joio] mAld 71& g Hof

C.

2.1 ApojHERl Zof mAlZd AR A

mAEde JlE % 249 Mo A B4, THUE0] ARE FUsH:
7HA QAL agAoln FHAQ ARl 2P wE 4 YEE dErh B AA
g I =to](WannaCry)oll tigt sjiZ2=o] 2 $& Ut} )

o

HAE Y2 AFE7E GAIZ] 2T {FeF TAgle] S & U= 7]
s olm. gt dlolEAlyl MAlEY Y& AE5A 5E RdZ VRS
2 54 HolHE n|HHE A&

T-&EokRl Qs Fofe] H¥ O]J*X]Lol Ao gt #e= EE DA 5
I, AEFY A R HYPAY FHol= & =
T2 T YHE a0

AtolH HQE Fofo] wAlZ Y2 7[he {Fol disiA o JxpAo|x Hshst
A5k, HelE Abalo] tisiA gt os tg E HE T 5 Y=EF Ik E
gt A Afgo] AP sfjof = FE2 HolE ¥ F8514] 2 RS9 ¥ &
oFE AE3td 4 o

E3, dAHFE ‘%”X] 719 UV]H%Q_ &-&-5to] EH"4o]01(Rarlsomwar€) o}
A A& |5tal Apsi,
AMEAE B9 2 ‘—ﬂE-rJﬂoﬂ et RYE o R O]”"”HE 7L7‘]°}°4 Z7]0| Het
AFLZ At

HAHYS gy WAl X L8<3(Supervised Learning), BIA|ESHE
(Unsupervised Learning) % 7335}k (Remforcement Learning) 2.2 &I
), APO|HEQF FopoA Al A+ % HEOor A=eFo 7MY trF
A A= AW ZEE(Spam F1lter1ng)0] Ut olo= shEHHI EF] o
2t SPJFE ©EA](Malware Detection), AFEA 9] E4(UBA, User Behavior
Analytics), US@FHEAE BT A AE), oY A (Anomaly

5) IT WORLD, “HQFe 9lgt WAz ARG AR 57F4]", 2017.12.15
6) A, pp. 1
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Device)Z2 A= A8Z ¢ HEACE HIstY sj8T 5 Us o= 3
Vst 9
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Ato]H HQl Fofo] milzd2 AFY £4 80 Tes F= 9%
o] WJ‘?L—}E} oM P90l it TAE "ASL, UEHAY AERRIE 4
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5o AHgE 4 Stk

34) AREAAE http://www.koit.co.kr)
35) AESAAE http://[www.koit.co.kr)
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=
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ol 3AA7F sk dACNA FA5H] YA sk dlelEo gt Fol 7Hssh
ot ZAY & lorug FASH|VE A= &

otfoll HHEZRL 7 ©AQ] Het Yol A AT

360) A, mAlEdeR Askshe Het AEn oS, AFE ExE, 2018. 7.
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37) Adiat, ‘mAlEdez Mdkshe Hot fAY oS, AHrE 9=, 2018. 7.
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o] Zr F& aFHOo R tHolrsto] eHIygS BT 4 QIr}.39)

38) Nicolas Papernot, Practical Black-Box Attacks against Machine Learning’
39) 471, "4 =3 715t 7ASNE Ve 5%, UTP 718A1E%, 2016.
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Autonomous Driving Bypass Content Filtering Generate Malicious Code and Bypass AV

(I8 3-6) HChE A2l HIZH 240

40) At ‘mAledos Hatshs Het AR Ui, AFE 95, 2018. 7.
41) 27, pp 9-10.

104 | Military Science & Technology Annual Report



AOIHFEOIMS| Tl 7[E2| &g =Mt o

0l0
o
2

S AolHnet GAoIHY WAy N 34 AF
zgs 4 34714

37

4.1 Aolvinct o] Hyey Jl% 34 9Y =g

2 B Aol oz WA 34 9P ZIL Al
L A gow, vlaley Juel He 9 wd

flo
|
ol
of,
19,
-
M
59

Aoluiuich mAleg Fute] 3 @l delAl (17 4-Dt Zo] @ otolH

G429 Ay Yoz exEe AUt A 34, @ Wy e
2 Qustel sigtols ANE B B9 4 37, ® S5l
g dolg g AYstel BEY 0¥S FEL 0E3AY @ WEY S
29 ug Gastel S Bd £3 F7o| Ytk

olnx|=
Als 75 N
S .. & .. I == 2 =
TR
% oI3x|s 2

| e oS e

o5 &
AR

s RS @ Hois 34

34 dlojg] 0oy 22 ol gl
s cojEf o
s 4 oRuzmay  —— o S
@ 29 ozt 22 T maw
34x

(a8 4-1) DRI T8 32 9 B

yrista REEFENAZL | 105



@© AWH FZ&(Adversarial Attack)

A 342 Ay 2o 52 E7 Ao EFsta g
F 2 d5 235 &40 ¥AT 5 s, 3% 1d2 dxd 9
of i3] &2 AlF=(confidence)® A4 HilstA Hrt,

HAlEY 2d2 HFE v BEopAs A7t tids] AshA|gt
FolA= FHE Hola et A Fo=2= A9 ERIT 4 gle £29 7

AT TP AET 4 Gyel I AVORE Gy BFY

fEske 34 ol

HAlEY ZEoA (O 4-2)004e 2ol Huid F45 7EAH +E4 34
o8 FEsked, F24 342 27 SgolA Aol gk HolHE FUs
s SHA7IE 29 54 (Poisoning Attack), HESCE WAlHY Hdou

st glolEE gFol= Y F&FZ(Model extraction attack), = I
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gt & FZ4(Inversion attack)e] 31t

e,

1P
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attack l l attack
Get Prepare Train Model Depoly
Data Data Model Testing Model

a8 4-2) Hil2d 7| MUy 34 &

ogt
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® 31 IZ(Evasion Attack)

LdFZo] HAlEY K9 Sh5ol Ay o] Yl AAE YrHEr] 95
Ak Jfdgeletd 31 342 JY dHolEo] AT WHoE HEZ &0
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43) Lan G., Joonathan S. and Christian S., “Explaining and harnessing adversarial examples’,
2014

44) https://youtube/ilsp4X57TL4
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A F40] 43} & #4390 st oA FAE dHolHE HE¥st= H4Y
sA0|g, Y & 342 HAlgd RdS F55k= S40It
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= A9 FZolH, “o] ¥4 WHORE 70x B 650 HYWOEL ofmRE
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g & F42 (A" 4-8)0A4ek Zo] wAlzd Hdl AH|A(MLaaS
Machine Learning as a Service)& BFotAY, A= 524, 3|7 FZ3} #o] 2
A 42 AsiA ARE 4 QU

H

45) Matt Fredrikson,et.al, “Model Inversion attack that Exploit Confidence Information”, CCS 15.
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46) Florian Tramer et.al, “Stealing MAchine Learing Models via Prediction APIs", usenix, 2016
47) Ucci, Daniele, Leonardo Aniello, and Roberto Baldoni. "Survey on the Usage of Machine Learning
Techniques for Malware Analysis." arXiv preprint arXiv:1710.08189 (2017).
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3) METOC : Meteorology and Oceanography
4) ONI : Office of Naval Intelligence

5) ONR : Office of Naval Research

6) NRL : Naval Research Lab
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Oceanographer of the Navy
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Meteorolgy Oceanography arine Crops
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[
| 1
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Stennis Space Centers, MS Monterey, CA
[ [ T T T T 1
AL R e Naval Central Naval Pacific Naval Pacific Naval Pacific Nawval Adantic | |Naval European
suitland. MD METOC Ctr METOC Ctr METOC Ctr METOC Ctr METOC Ctr METOC Ctr
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T T I T I T
Facilities & Facilities & Facilities & Facilities & Facilities & Facilities &

Detachments Detachments Detachments Detachments Detachments Detachrments,

(Jg 2-2) METOC Z=Z|&10)

7) Naval Meteorology and Oceanography Command

8) Naval Oceanography Office

9) Fleet of Naval Meteorology and Oceanography

10) National research council, "Environmental Information for Naval Warfare,, 2004
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2.1.3 SfAF=(ONR)14

METOC®|| gt | A¥7]He= FRAR - FAA, i - 7] - 54, &
A= - AT, A7FFEHA, SftdBAA, AFdEEA 5 o AR 4
(a9 2-4)= A HH(Secretary of the Navy) 95te] 7|#Ho 2 A, 9]
Fsh7)e A - - D5 ool I ARE ot AzF oF 209 29
R&D 94tz sfitAt4, A - AFdAC] A|dstal ATt

2.1.4 3JFAFA(NRL : Naval Research Lab.)

1923 A9d dfd+A= ONR sty 7|#e g 809449 |9, 2,500
o] A3y} FHPog FAE o] low |y FHH rxyst D FLAL
71 5ol Azt 109 €99 29 ik FPstr dom A AdtEoR=
(G 2-1)3 2t

Chief of Naval Research
ONR Headquarters

IFO ONR NRL
International Field Office Departments Naval Research Labs
21 22 33 24 35 36
Information Qcean, Erigineering Hurman MNawal Industrial &
Electronics & Atmosphere Materials & Systems Expenditionary Corporate
Surveilance & Space Phrysical Scierce Warfare Programs

(O 2-4) ONR ZZ|L19)

14) ONR &Ho]#] : www.onr.navy.mil
15) National research council, "Environmental Information for Naval Warfare,, p.28., 2004
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T 7 A Eof
* Oceanography & Meteorology
S EEIE * Materials
* Marine geosciences
* Ocean acoustics
* Computer science, cognitive science, and A.L
* Directed energy technology
S8A+ * Environmental effects on naval systems
* Human-robot interaction, Information technology
* Imaging research and systems
* Advanced radio, optical and infrared sensors
* Autonomous systems
* Electronic electro-optical device technology
S Electronic w'arf'are - o o
* Enhanced maintainability, reliability and survivability technology
* Space systems and technology
* Surveillance and sensor technology
* Undersea technology
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Integration of METOC Capabilities”& 829Fs}it}.
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O Environmental Data
W Friendly Data
W Enemy Data

The BonD Pyramid

Data to Decisions

Decision Layer—Situational Understanding
SME Actionable COA Recommendations

Performance Layer—Situational Awareness
Environmental Impact on Sensors and Weapons

Environmental Layer—Modeled Info
Complex Models Forecasting the Environment

Data Layer—Sensed Environment
Collected In-Situ Observations

Z4] : US Navy, Operational Level Integration of METOC Capabilities
(1% 2-6) Battlespace on Demand 2!
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17) Maritime Operation Center
18) Combined Task Force

19) Carrier Strike Group

20) Bxpeditionary Strike Group
21) Amphibious Ready Group
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