GS-2300 Airborne C4ISR System

Integrated Tactical Command & Control System
Compatible with Almost Aircrafts

Feature
Ready
Studies

Integrated
Logistics System
Support Engineering

System
Integrator

Equipment
Supplier

Communication
System
Supplier
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CA4ISR Soldier System

GS-2500 Universal Soldier Information System

Improves Situation Awareness
Effective Operations
High survival rate and powerful strike

UHF }

GS-2600-02
SS System

CMS System GS-2600-01

GS-2500 Application Sample

GS-2100, GS-2200, GS-2300, GS-2400

GR611

SPR
o

GS-2500-02
MSS

o=
oT

OMS Svstom 1o

GS-2600-02
SS System

2Km+

GA-112
15m Line Arterna
. 24m
~~~—_[m
)
| SR
GR-150€

GS-2500-02
MSS

+5-2600-01
CMS System

GS-2300

Airborne System

-

& .. Gs20002

SS System

GS-2100
Vhﬁmry System
s ]

GA$11-128

Relay + USB Cable

GA111
Whip Antenna

4

GA-611.02
GPS Antecra

‘(Q

GA-50
GPS Amtenna

GS-2500-02
MSS

GR-230T
Tactical Tormunal

GA611-02
LUidon Battery Pack

GS-2500-01
’ Communication Man System (CMS)

The GR-611 SPR can connect with GR-150/250/310 through
GA-611-12B cable. The commander in HQ which is far from
soldier place can communicate with individual soldiers. The
soldier’s status can transmit to HQ through GR-150/250/310.
Which model among GR-150/250/310 would be connected
will be decided by the operation purpose, The communication
range with GR-150 is possible in 1000Km range, but the
communication range with GR-250/310 is restricted by LOS
condition,
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10:54 am Korea Standard Time
May 4, 2019

. MISSILE LAUNCH
' HODO PENINSULA, DPRK P

39.409561 N, 127.532835 E°

EXHAUST FROM THE LAUNCH

LAUNCH POINT

Middlebury Institute of
International Studies at Monterey
James Martin Center for Nonproliferaaon Studies

planet.

Image Credit: May 4, 2019 Planet Labs, In. cc-by-sa 4.0
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Thermonucear Bomb ¢
On September 3, 2017, &8

d North Korea tested a 9
staged thermonuclear
weapon that exploded
with a force equivalent to a
few hundred kilotans of TNT.
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ARMAMENT: NUCLEAR WARHEAD

THRUST: 202,600 LBS (91,170 KG)
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NATA: National Aerospace Technology Admini

« Malligyong-1 #3, Chollima-1
* NORAD ID: 58400

* Observation: 468.738 MHz,
[1 1 audio_path = 'fcontent/sanple_data/satnogs_BEO3853_2023-11-28120-57-47. ogg’ * Semi major axis: 6880 km
9 from IPytljon.disolay import Audio y RCS Unknown
AR * Launch date: November 21, 2023
= f, 006/ 17— ) » Source: North Korea (NKOR)




2 L ER | 25 1= o3h2s 23t 38 o3 35 o3 38
L EZEF 15 | (IZF 28 | IZEE 28 (1XH (2%H) (7HEH
1¢h % %] % % SN EEAN
o= | 2tk Ly WA Ly Ly AHEAE AAHEAT
3¢t - Inbe 14 0|4 0|4 0|4
1t =14 - 22m 2.2m 22m 24m -
1Sk Z 0| - 17m 17m _ . -
37|
2t 2 A - 15m 1.5m ] ] _
2EF 20| . 14m 14m _ _ _
=210| 27m 32m 32m 35.8m 30m 0] &
58 218 60E 60E 79E 9E 0| 4
A 2| 2.200km 6,000km 6,000km 10,000km 12,000km O] A
Els == 1= 1= 1= 1= 2E 0 &
LA A 230 D¢ 2 £33 £33 s32|
AlEe A 1998.08.31. | 2006.07.04. | 2009.0405. | 201204.13. | 2012.1212 | 2016.02.07.

o &

AL S &: 2 A|OL('57), O|=('58), &
s 0=, 2{AlOf, 5=, =, A IHI[AEH Ol

('65), ==('70)

, @=(70), B=('71), 21 =('80), O| ~2tAH('88), O|2H('09), FH('12)

S 2ES, B8 25y

—

7l& e T AL 2022.

11



Zﬂ%@iﬁ@ .9: 4512}53:@ %Z?J!}

ssful |

nch of Es nh()h»; ation Satellite Kw

YALA| 2d NORAD ID ALY HeS = S &HEQ A A
C} ggXx
A 23 _ 1"
_ o AHE1T AAAD | 1998.0831. | 2EF 144% -
=S 12
3CH 27X
TR SO L APE
25t 12(F%) _
. X| Ol Al - " =Ct2
ZE 25 XA | 2006.07.04. (5 )
=5 2 BojMs | KQAL | 2009.04.05 : :
(=& 3= T
23} 3% 2HH3Is ZAAMID | 2012.04.13. 135% -
A HA3-2T
25} 3= 39026 2012.12.12. - HSSK
} KMS 3-2 HESX
UNHA 3 R/B = 39027 2012.12.12 - OHH 2=
ASHE A
UNHA 3 DEB . 39028 2012.12.12 | 2018.08.10. - =52,
UNHA 3 DEB 2 39029 2012.12.12 | 2021.02.16. -
25} 2AHM43
41332 2016.02.02. - S
UES KMS 4 &S
UNHA 3 R/B . 41333 2016.02.02. - OHH 3=
EN: LT, 52 STNL 7|& & TA 2022.

HI

rok

12



1) WANTED

BY THE FBI
PARK JIN HYOK

Conspiracy to Commit Wire Fraud; Conspiracy to Commit Computer-Related Fraud
(Computer Intrusion)

1
. conspirat y tf.

wd 't
_mmit yire "‘(Comp““" In

UNITED STATES DISTRICT COURT (& I Y
for the
DESCRIPTION 20 18 . 9 . 6 . Contra Disrict of Calforsia
Aliases: Pak Jin Hek, Jin Hyok Park Usie
Place of Birth: Democratic People’s Republic of Xorea (North Korea) Hair: Black ‘ ) =l b
“¥J18-1479
Eyes: Brown Sex: Male

Race: Azian Languages: Englizh, Korean

CRIMINAL COMPLAINT

« Sony Pictures (2014)
« WannaCry 2.0 ransomware attack (2017)
» Cybertheft from the central bank of Bangladesh (2016)
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Department of Justice

Office of Public Affairs

FOR IMMEDIATE RELEASE Monday, October 19, 2020

Six Russian GRU Officers Charged in Connection with Worldwide
Deployment of Destructive Malware and Other Disruptive Actions in
Cyberspace

PyeongChang Winter Olympics Hosts, Participants, Partners, and Attendees:
December 2017 through February 2018 spearphishing campaigns and malicious mobile
applications targeting South Korean citizens and officials, Olympic athletes, partners,

and visitors, and International Olympic Committee (I0C) officials;
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Pyongyang Blockchain and
Cryptocurrency Conference

Pyongyang Blockchai
and Cryptocurrency
Conference

Februarg

/) i/f‘

-

qq——
+

Our Success

The first Pyongyang Blockchain and Cryptocurrency Conference on April 2019 was a
success where international experts in the Blockchain and Crypto industry gathered in
Pyongyang to share their knowledge and vision, established long lasting connections,

discussed business opportunities and signed contracts in the field of Information

Pyongyang Blockchain
and Cryptocurrency
Conference - April
18th-25th 2019

International experts in the Blockchain

and Crypto industry will gather for the

first time in Pyongyang to share their
knowledge and vision, establish
connections and discuss business

opportunities.

KFA TRAVEL OFFICIAL SITE

Pyongyang Blockchain and Cryptocurrency Conference - 18th
to 25th April 2019

C PEOPLE’S REPUBLIC OF KOREA
TJRITA HE 2 4 hpgn



Inside Marine Chain, The North Korean

ScamICO
9 By Mark Hunter

INSIDE =
MARINE CHAIN,
THE NORTH

KOREAN
SCAMICO

j(!/'

= FullyCrypto

1 YEAR AGO

& MarineChain

0E#

MARINE
CHAIN

PLATFORM

MARINE
CHAIN

PLATFORM

MarineChain
@MarineChain

MarineChain Platform is the next generation of the global vessel market which is
possible due to the blockchain.

® Hong Kong (2 marine-chain.io 7teled: 20174 118
28225 6EEY
Egl ES g B2 o|jC|of O30 E0ia
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National Cyber Power Score

DPRK

China
Vietnam

Iran

United States
United Kingdom
Ukraine
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Switzerland
Sweden
Spain
Singapore
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Russia

ROK
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Japan
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Brazil
Australia
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Type

Passport

Secondary sanctions
risk:

Transactions
Prohibitad For
Persons Owned or
Controlled By U.S.
Financial Institutions:
Gender

Digital Currency
Address - ETH
Digital Currency
Address - ARB
Digital Currency
Address - BSC

REWARD

up to

$5,000,000 USD

For information leading to the arrest and/or conviction of

WANTED FOR BANK FRAUD, MONEY LAUNDERING, AND SANCTIONS
EVASION

SIM HYON-SOP

+1-520-442-0703 )

ID# Country
109434100 Korea, Morth
Morth Korea Sanctions Regulations, sections

510.201 and 510.210

Issue Date

North Korea Sanctions Requlations section
510.214

Male
DxdfdThcd 96083727 c5fhe3caledf2h0f649627 0
DxdfdThcd96083c7 27 c5fbe3caledf2h0f549627 0

0x4f47bcd96083c727 chbibedceYcdf2b0fb436270c

Expire Date
24 Dec 2024
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Known Threat Actors Total Threat Actors

® 2023-11-11 10:30:09

O 2023-11-11 19:30:09

Threat Actor

Gamared...
Salty Spider
MuddyWsa...
Carbanak

APT3S

I I

Group123

B8 redzpolo

: SideWinder

- Operation ...

P
.\ ay g
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First Seen

Targeted ngtries
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| Recent Attack Activity Statistics

Number Of Campaigns
1,648 1,197 748 160
4 } 4 i
2023.11.08 2023.11.09 2023.11.10 2023.11.11

| Threat Actors Top. 5

Threat Actor 2:?:;;?;:2 Targeted Countries Top. 3 Targeted Industries Top. 3
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GPS AT m(Spoofing) 2HOE
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Lockheed Martin Corporation)
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