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Analysis and Performance Validation of PSO-Based Cognitive Radio
Networks for Military Tactical Communications
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ABSTRACT

In high-density urban warfare environments, military wireless networks suffer severe
disruptions due to limited spectrum and electronic warfare. Cognitive Radio Networks (CRNs)
mitigate these challenges by dynamically sensing and exploiting available spectrum. This paper
presents a systematic review of PSO-based CRN research for military tactical communications
and validates key findings via independent simulations. We analyzed Standard PSO, Adaptive
PSO, and Hybrid PSO-GSA algorithms. Previous studies report that Hybrid PSO-GSA achieves
59.7 Mbps throughput (@ 16.4% improvement over Standard PSO). Our independent,
Python-based simulator with 100 Monte Carlo runs produced results within -11% of prior
reports—48.7, 49.1, and 53.2 Mbps for Standard, Adaptive, and Hybrid PSO-GSA, respectively—
confirming the performance ranking and supporting the effectiveness of PSO for CRN
applications. Overall, this study integrates a comprehensive review and experimental validation
to identify and verify the most effective PSO-based approaches for military cognitive radio
networks.

Keywords : Cognitive Radio Network, Particle Swarm Optimization, Dynamic Spectrum Allocation,
Military Tactical Communication, Hybrid PSO-GSA, Performance Validation
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Performance and Explainability of MIL-Based
Generative Al Detection Models:
A Case Study on Military Reports
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Minji Park - Namsuk Cho

ABSTRACT

The widespread adoption of Generative Artificial Intelligence (Gen Al) has made it increasingly
difficult to distinguish between human-written and Al-generated text, particularly in high-trust
domains such as defense. This study proposes a detection framework based on Multiple Instance
Learning (MIL) to enhance both performance and interpretability. Unlike traditional document-level
approaches, the proposed model learns semantic relationships among sentences through
sentence-level embeddings and an attention mechanism, enabling structural detection beyond
surface linguistic cues.

Experiments were conducted using 230 student reports from the Korea National Defense
University, with self-reported Al usage scores (0-10) as primary labels. An additional 21
ground-truth (GT) documents were injected to evaluate the effect of label reliability. The MIL
models outperformed the XGBoost baseline, showing an improvement of 9.24 percentage points in
Macro F1 (p < 0.001) and achieving AUC scores between 0.71 and 0.73, indicating statistically
significant discriminative capability. GT injection stabilized decision boundaries and clarified
semantic clustering in the embedding space.

Qualitative analysis of attention weights provided interpretable evidence of model decisions,
demonstrating explainable detection behavior. These findings highlight that limited but high-quality
data can substantially improve both accuracy and transparency, offering a reliable and
interpretable Al detection framework applicable to defense and other mission-critical domains.

Keywords : Multiple-instance learning (MIL), Explainable Al, Interpretability, Al-generated text
detection
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F1& 0.519014 0.6022 °F +9.24%p AF55t

H 8) dd

giﬂ, AUCE 0.71°1A4 0.7442 +0.03 T4
o= Xdo] GT Y& &3l o
Jﬂrﬂﬂ BAE e HojErh
: A FE(gt(15) °]F) ol
7Fetd F71HQ A e guteiA=
o] Yelgtt. (I¥ 4+ ol#gt 4
Hoko] WES AlZbHoz HojEoh GT
] gt(3)~gt(9) TZHlA 5ol 349 A
t, o]% gi(15)~gt(21)oll= urst Hy
Ag  AdEs AFE  EHAdt 59
Hybrid-MILS 7Fg QHFgZlo]x x]iﬂo] A

-
r—i

[¢)

|0

o 4N off
ol

A FAE E¥OH, XGBoost= EF 7|Ht
T2 EAAY GT F<9 Ay dF2 4
514 Wl Macro  Flo]  0.43490A4

0.568(+13.42%p)= 5ot
olg]gt Wgl= (X 11)9] p-value A%
IHp<0.00D)EE ESAZHCR [oJgo] A=
Atk &, GT= ©<=% 789}1:-— P a7t
ofyz} EH‘/] da HEAS Zax7= ok

i

Ol

Pgst 1A= 71%?‘%:2 Oju] gttt
4.3 HOH &, =23 Hlu

GT &9 &} dolg Rzst 29

a1 ﬁJ—]‘— A SFATE.
Hybrid-MIL 7]&°&% Macro F1& #
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ABSTRACT

The rapid growth of Unmanned Aircraft Systems (UAS) has increased the need for secure
and trustworthy Remote Identification (RID). Conventional broadcast RID lacks authenticity
guarantees and remains vulnerable to spoofing, especially in offline environments. To address
these challenges, the Internet Engineering Task Force (IETF) developed the Drone Remote
Identification Protocol (DRIP), enabling cryptographically verifiable and immediately actionable
UAS identification. This paper analyzes the DRIP standards, including requirements (RFC 9153),
cryptographic identifier structure (RFC 9374), system architecture (RFC 9434), and operational
considerations (RFC 9575). We examine the DRIP Entity Tag (DET), offline trust validation, and
crowdsourced RID mechanisms. The results highlight DRIP’s potential to strengthen UAS security
and interoperability, while identifying remaining challenges in scalability, privacy, and regulatory
adoption.

Key Words : Unmanned Aircraft System (UAS); Remote Identification (RID); Drone Remote
Identification Protocol (DRIP); DRIP Entity Tag (DET)
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DRIPL 7]&9] BEEJ|AE 7]Ht RID A|
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SAE FESH] fls AAEAt. DRIP
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Derived Identifier, CDD)E 7|Htog, A&
A A AE ARE ZekE A BF
(self-verifying) 725 AHTOZH, QY
AZo] EMsHAY TEE FAollME
ZHObserver)7} HAIRQ] AlEdS =HAO
2RI £ JEE St

RFC 9153914 DRIPY] tjoyst QAR
< Ykl o, o] FoM= GEN-I,
GEN-2, GEN-3, 1121l ID-5+= DRIP 4l=|
ndg s A g4z 7HFdd 74
GE9| ouie} 7|&d gaAL th3I Pt

» GEN-1: Provable Ownership (&8 9%)
FAE AT AAR HAXE SAIGE
FA9 AYS dsHoz AITHE 5
oo git}. olF 5l FAlA= A4l 3
7H71(Host Identity, HI)S AR&dto] wA]
Aol Agsty, A= o] A Fdl
S A 45T & AT oS
A2 QUEY A2 glol EZoA e
ZRlo g 3 7Fssfiof gt

® GEN-2: Provable Binding (V1919 ¥4<%)
SAAZE ASste o 13 HAIR(:
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Wrapper T+ Manifest 841 53l
AA 2 Feerd HRRIgE AlEgit) o]
E &9 "WAA fRx 9S4 AP
(spoofing) Al=E WAE 4= Q.

® GEN-3: Provable Registration (5% 4%
AREE AR 4lE] Thst 58718
o AP SEEHSUZZ ASE 5 holoF
Stk DRIPOIA AR&Sh= AEAQ1 DRIP
Entity Tag(DET)E 1 Wi FXo] 52
718 AEE WESIIL lom, o]F F9
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= |D-5: Non-spoofability (Y& E714)
DET+= $AIAHY] 37171004 o8 siAl
#Z ZSbolEE, Uttt 37171 glo] &
U3t DETE B8 4= ik ol8e &
+ DETY I f= 7hsie 24
5hH, XAgke] RID HAIA] AlE Yol A=

SAA] APHE FAT 4 YEE B
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A 52718 FAZ(GEN-3), A 9x E7M4
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sog et o] 8FARFES DRIP 4
A AA L Hbdw A#Ede sk
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ZAAAS Bt g At silole)

% 9let.
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4.2 DRIP 215 &S 3! @I2i0l

DRIPZ ASTM F3411—22a HEO11A A
o= Authentication Message(Type 0x2)
9 7 & FejQl Specific Authentication
Method(SAM, Type 0x5)2 7|¥to& tfoF
e QA5 =WE FYstar Qltt ol=dt X
BRT/HAE RID 4049 #AA] 2
A A5 SAA A 4lEdE FHSY
gk Aoz, 53] QIFYU dAZo] AlRM A
FolME HAIR A7F HFo] TheotER
A=A
DRIP SAM Type 0x5 o}l ‘:}%3’—} z
o_z_ &TL‘}HEO 149]5]-31 o]ocq 7%71—%

et 715 25 S ot ?l;é R
AlE AR
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o
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lﬂ FIO

= DRIP Link (SAM Type 0x01)

DRIP Linke &% 7% 2t A A
(trust chain)}& #A45F= Broadcast
Endorsement(BE) EWS ISkl LA
Aoz, A9 SEVIICl: RAA E=
HDA)Z st9l <dEE|(: UA)S DET %
S/W7IHDl gt A8 &3 oid 55
= H3IATh o]Hg A 7|4t
= A9 a7 A5HES A0 A
St= sHo=E E-8Hr

&A= DRIP Link WAIAE &
A 49 7139 HIE ¥s5tal, o]
of 7j4ste] o]F UAZL A&sh= ohE Uﬂ
AAEY Ae xRl SFAE HE
o 4= Qo o]= GEN-3(55F 943 8+
A @meElel Qg AU BAlol v
AR,

= DRIP Wrapper (SAM Type 0x02)
Wrapper= UAS7F  ASsh= 259
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Skal, of7lo] &d AHE AEFo=EN A
A wHAIRA Mo FEAA4T JA9E EEst
=  Wlolty.  RFC9575° wWEWH,
Wrapper= Fd 4719 HAAE =D
F dom, o] HYAJAE UA-Signed
Evidence #+% WOl xgE|o] £A1219] 7|
7|2 ArgHrt.

ol T A= HAAEY AT HRQl
3 TAE HASE & AoH, HAR HE
4 ARR IEZ YT = Stk
Wrapperi= 539 GEN-2(91Q1d
TS 3FA71= 84 HAYUEE &
Sipig

DRIP Manifest (SAM Type 0x03)
DRIP Manifesti= Xt} 25 HA| l

Z Iz2 NE fARE ZFFH Zskel=
ti4l, olv] ASH HAAEY oA HES
Agsts HAle®  ZERith ol &S
Wrapper®] AR 4= AlRH47)e =55
HAE FA4Z 2SS & don, o
11709] HAIAE @Y Manifesto] ZE
T AUtk

Manifest= °]d 2 @A Manifest2] dfA]
Zx(Previous Manifest Hash, Current
Manifest Hash)E& dZgozx =9
HAZ] Y(ledger) T2E BASHH, ol
Ao HAR A8 WA E7RA
(non-repudiation)2 HASI) ESH A
A2 F+x2E= AHE TZ(replay attack)
9 o¥x Ao gHo R AE3it
ezl HF HAUS

DRIP 15 ZH HEAF HED A2
ol HAA] ME HSE 5 Q= =
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DNS 9z 2IKIAER]

DRIPOIA AMEEl= AEAR] DET(DRIP
Entity Tag)= ASA T29
HHIT(Hierarchical Host Identity Tag)E
7IHto g st i) 49 ¥ 5t 5571
e Adck=s & M9 14HE
RAA(Registered Assigning Authority) 2
HDAHHIT Domain Authority)—% X23%F
th olet 22 ASH FRe SE/IR '
(ID-2)& 7FsstAl stH, A AAZCRE 1
gt AR HolE F5 & WAL A

X (accountability)S HATICE,

i [ e
=—

Jo & ot

Ay

» ASH 5E7H 1A%

RAA(Registered Assigning Authority):
=7} @919 RIS E=(CAA) E= 19
Fohe 73S AR AE S0, Pl=e
FAA(Federal Aviation Administration),
39 EASA(European Union Aviation
Safety Agency), ¥Y£2°] JCAB(Japan
Civil Aviation Bureau) 5°] RAA 92
L 5 Aok

HDA(HHIT Domain Authority): RAAZ
FE YA k9 SE71H2E, UAS A

v A ZFAHUAS Service Supplier; USS),
AEYl AH|A AFAHISP), Ei= 718 Al
713o] g IS 3T 4 ok
o|ggt olF AT F+F+= Z+ DETY U
2odE @dke WS Si, DRIP
DIME(DRIP  Identity = Management
EntityZ &% 55 THlolHY &4 &<l
4 HAFZ 7kssHA gk ol 59
GEN-3(5% 45 o
7Fsd) 8FARY Ado] F8% 9%
g3t

DNS 7|5t 570 & v HAAED] T
DRIP= DET ¥4 FEE 371 = A
AEZQ} Hg7) AE HAAEZRE Est
of IEeEN, AE FHIAGY Zzo|y
Al BSE FA0] 243
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IPv6 4 PAZ st JleH=E, ol
THQl o]F AAHI(DNS)O| =3t 3
ZIHDE HIP 42 FFZEHIP RR) FH

SN

2 Asd 4+ Atk DNSSEC(DNS
Security Extensions)e Z-&3tozZA g

Fro] FA4E HASHY,
£ &3 S5V HIE
7o 2 A HSE & Uk
HZ7) AR HRAAED (REG-2): I
o] MAFE(PI), & B4, HP F=E 5
I} Zo] qizet FHE= A JE Al
(AAA; Authentication, Authorization,
Accounting)”} A&H LS B Asd
tt. RDAP(Registration Data Access
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nEEFo| AMGEH, ol HEA A
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2 AFolAs AAY FRJAFSAIARI(UAS)
AEg 9jt F=2¥E O ®EEQl IETF
DRIP(Drone Remote Identification
ProtocoD)®] F+x2 543 Ht HAUSS
ASHoR BEAstH A+ 23, DRIP2
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HHIT(Hierarchical Host Identity Tag) 7|
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= EUste], Al AEO FAAY F4
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Z(Self-verifying) 7152 BAISIILE T
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Policy Implications of Al-based M&S for Battlefield Environment
Analysis

Sangjung Park

ABSTRACT

The rapidly evolving future battlefield, characterized by the convergence of
hyper-connectivity, hyper-intelligence, and hyper-reality technologies, is increasingly complex and
uncertain. This study explores methods for optimizing the battlefield environment using Artificial
Intelligence (Al)-based Modeling & Simulation (M&S) to address these challenges and overcome
the limitations of traditional defense M&S. The research begins with an in-depth examination of
future battlefield characteristics, the understanding of Al-based M&S, and complex systems
theory. It then proposes key optimization areas for Al-based M&S, including the refinement of
big data-driven modeling, the automation and diversification of intelligent scenario operations,
and real-time battle command and decision-making support. Furthermore, the study suggests
concrete strategies such as establishing robust big data governance, strengthening integration
with the CJADC2 (Combined Joint All-Domain Command and Control) system, and ensuring the
agility and reliability of Al-based M&S. Ultimately, this research emphasizes that Al-based M&S
will contribute to future defense policy formulation, enhanced efficiency in force augmentation,
and the innovation of military education and training systems, thereby providing practical
solutions for effectively optimizing complex battlefield environments.

Key Words : Al-based M&S, Complex Systems, Battlefield Environment Optimization, CJADC2
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