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£ A7 20259 5E 9 ST TN 5EH Ao Yol(ACD) B3 HAE FHoE
Y AfolH PR AH9] iZciel WSlE FAL, = v|Aks BHE AARE EEIIT:
Y2 20224 "E7RPARAGAR, /S 71HCR V&S] 454 801 AACIA Exsio
o8 £ SAA b8 sEe SEs] Rt WA - A=A HuE A5 fh

UEY 554 Aol Po] B v=e] A W¥ol(Defend Forward) 7H'd2 <8384
=, SUEH A0k Bad 712E st SAA 28 ARt 8E vrEdiltks Aol
—780]‘3% Ay oA I o] =P T A212EA vY) Sl = FEE

272 & 44 4w AlF =2E 59 EE LS, ML FEE) 239

-;l‘—ﬂ 3 2 SARY End e A8ste] destaH:

ZEHOR £ ol AW FHo AolH tH APl FHR WSS oJulsi, o]
o] sl A1A Aol woje] WA 2A v, 7t Ae| AZIE(SIGINT) S 733,
JE3 RIFA A AlAE FSolEke AET A8A IAE AASHL Sl

SO AOIH] O, SSH AOIH] YO, AMO[H Q= M2, AO[H QI—e|FA, AEo| =70t
HEFTIZHNSS)

* o] & 2025 A At YoIY Aojighy W' FAZ RISt U A7-8
Fhee 44 Bett A9,
* At FARISh 3ol A 9l slst At
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I. A&

Y29 AfolH E AL 20149 ‘Alo]H] AlFlE] Z|&9(o]5} 7] 29) AHS A7=
3t AEHLS golstit.D o] 7| EHE EGIZ 310 2015W 0= Alold] QtE A9
ZAEEERE & 4 U Aol AlF2lE AFER(o]st AFET) 12al AR A
FRO 8 Alo|HtE B FAY 718 - At R IS ok WA Al E
AE(NISC)7F 22 143 Wizidel AX =l 429 Alely R 3737 2ERl
FAfo A5t e et 0] 39 F712 /=] ARSE A A 7]2%o] AlgHE 20159+
Elc}.

o]F AE9| Alo]H] QtE M2 Que}l o] JGS FHLE FA|SFE| QT WA AL
ojH] Fof Qi FFohe= 2 O T HAFHAAY -89 3443t 57,
@ "public attribution; AA] & ARIHEE YA AT S, @It 716 42
2 3 AFAAY, 121 olSd §ES ANE R 5] S3 @=AAd 5 4714
& FHOE AFF 35 HEE Aol Ik FHsh| Y3 g A= F45)
Actd) o 4 ASdE FBFA v=Te Alo]y Ad) F3HE 53 S5 S
Hotdor, 1 A} 2019¢ 4¥ FF v|AAEFAAHUS2+2) M= EFT FS =Y
Y FFE 7 nLAR R o] L2 tfgt AlelH FF = 2gE 4 Ut= A
= Zsk= AAE AF7E sS4

J39= st S48 JAES AEE IA7IT B A77130] DHSK= Ale]H
AF B7IoIA D2 izt B BI7HReol mEr Sg5HA 2ty 422 =AY
BAIGITU)O] 2021 LIH3E FAAOH ELER]SGlobal Cybersecurity Index, GCI)
H7lolA W, 23], 71& qF FAEY 9 oA w2 F71E T2 vHHES) Aol F
A 9 vlo] gk Aoy Q= AA(Cyber Intelligence) 5 HAKHE. FolE FA|5H= g
= FAAFATAISS) T2 AlelH HTF BrloAe S 1ELE EFEHA °] £oF

1) olg8. “dEo| AlofHQtel P A|A|9t Mk FE7IRkE ke, A19¢d 15(2019).

2) ol FA. “Alels] o] ot YL i3 Afol] 2me} Ale|w W) F=7dEr, 253 235(2019).

3) A, T AL F 2 ) T BEDV AN TOHLZ” (2025.10.27.).
<https://www.mofa.go.jp/mofaj/annai/page5_000250.html>(Z4Y: 2025.12.19)

4) BhfEE. TR TNGEEE P aE, (2024), pp. 186-187.

5) International Telecommunication Union. Global Cybersecurity Index 2020. ITU Publications,
(2021), pp. 25~29. YE2 &AM SFA= v 20249 A52L GCI B7FINE 54 55 5 349 &
291 153 294519t International Telecommunication Union. Global Cybersecurity Index
2024. ITU Publications (2024), p. 24.



Quio] AJO|HOHS 248t F2k: QRS SEX AO|H WOl ERUD A 80| | 1/, 7

Alol¥] o] o As| FoFsirt= o] Bt ol et v|=2 2020 o] S0t
YEo] Aoy g u|d FHY A FHPOE AE3}Y ‘wlo|| T $F9] HFE
o|AE L FELE AYANE AE 875

o3t HjgstolM Y& AHE7E FHT Zo] 55F AlelH Fojo] WASo|t}. RS
2022 HEE "H7REARAAR, N FEFF0 o2 gk F7F 8 X
5ol ozt tEAL L& oplske SRt Alojy 349 £27F A& A% ol v
HA517] A3l 554 Aoy HiolE ERtth= AT} § AlolH QFE Fof ti-S58S
e 9§ F873 55 E= 1 oo g PRI ofdd BERE Aokt 1
2]al o|25¥ 2 o7} X 20259 5 Ao|¥ FFof tigt AAA d5S 8% 55
Z Aoy Hlo] HHRo] & F3E Bl FEstut of¥ Rt A= QU &
22 Y W HIENA tiFt £5F WololA 215t Alold] F2He] PFS AAH
02 AYsh= 554 o7t 7FssiA o124 AY 9x9] A 9 % Y 21
9] BAMY B35 YR 9J5f Aok wol St YE9| Apo[HtE FHLE FohEh AT
< GolstA =i

o] FoA= Y] 553 Alo|H WolAA koS AAT viFS ATl HASE ¥
g S AHTEE FESLA §t ol B3 Y& dRo] BAS: B4 HE Ea9o
A BA 9 el dist A EAIE 48 BRI oA SENEA 1FsL o
o] F&o} orE X3 9 §=0] Alojy] QHE FA|Slo]| = AAEE &Skt 1 &3
o] At

UEY 553 Alold ol =a}t #F APA= A 1 A= Bof Aot A=
9 FARo AR Ys 4 AUtk HAE 2ok R APAFEE FEAY] UHAS]
Z(RPIFIE. 2023)9), sttt fFHA, 2025)79] A77t At ol e 554 Alo]
H Jol7t 2AYA BEsHA &8 AAde] o7 diEe] AR89 =S sial =4
HA FEPAE FEA EE Folsfjof ¥ =5t it 121 o]F HsiM= te
ZZ(Countermeasure)t 7150 H(Necessity)it 22 YA 27F ARSE Agzog &
gato] FPAS gHsfof T Fxet

A% 9 FAEoR] 9uioles ATEs 03N 2024)8T ZX U7t thol(iFkk, 2024

6) BUGFRFE, “REBNAGT A/ SO ERSERAA S | AN LB X 2 ELLOaRER:" FERM
B, No. 716 (2023).

7) FEA. “GEBIAGY A N—BHHIOHTE  EEEE EOTRREERD 5 HEEOBIR," MR REEIET,
W5% H25 (2025).
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Mochinaga Dai 2024)9), A13]|91- 714 %9(2025)1002] HL7} qlct. o]ATS K o] =3
Aol ¥po] E9lo] vl F49] JA| EE(Global Standard)el] R32= Al=YE A 25}
£ THoE dE 559 ALY Y93 FESIe AFS A= A dR3iT ZAY7t
thol Yio] 20229 F7RRPARAHZHNSS) & B3l 553 Aleld] o] /fge =¥
ohn] A A TRSEI YA olF fsiAE BAHY fAe e A € HE
A, EEE A4 75 5 EFAA JAE 2T Bo7t Sloke AS =5t A3l
A-AAFL D29 554 AtolH] Wo] =P 71E9] £A1H oA gste] njd A
Y A A3t HEAVIE Yok PR Frisilt o] die e 29
FAREE] g 1EE B L2 579 554 AtelH Wo] /gl i Aelg W=l
A TgoA L& 57 e FUY 2 SAEE 2evkE o FA SESIEAE L
Fthe oA APA+et ArastErt

o] 22 thad} Zo] FAEUT UA NENA = & 579 553 AlelH wof 7id
of ti3t ol&F AESL =Y iAol disiA AHEYT o]ojA= MEgA = L
PP Yol oiX Y] 8 A =1 ke F8 Y8 disiHe AESIA
o2& VEoN= FF IA9F AAF AARE AAlsHT

1. QEY 554 Aol olsh £ w7
1. 55X AolH Ho{oj Chgt 0|2 HE

7t. s85 A0 02| o U E3

“Active Cyber Defense(°]3} ACD)"8H= 80171 uj=g 9] FAEA A 545H= A
2 vjg} Qv KBarack Obama) FAF A17191 20114 v] =87} SE3E ‘Afo]y] F7H
o] A19] G- Strategy for Operating in Cyberspace)©]&t £A|7} #-&o|t}. o] A
EAolA o] SERE= Y EYT 9 Al2F Hols 5 AAlsoF & 4714 tf-3-29] SR

8) g "JE o] 554 Ao|HHo|(ACD) 83 M) Y27 FAEZ T, A35E (2024).

9) kK. “BAKEEBIRY U A —PHEIORERE LR TERE SR, $552% #5275 (2024); Mochinaga,
Dai. “Rising sun in the cyber domain: Japan's strategic shift toward active cyber defense,” The
Pacific Review, Vol. 38, No.2 (2024).

10) A80Q1-AA Y. “Yro] 554 Aol ¥o] ko] §at AJ: Alol-S3ztelt AA o]F ACD =03}

u|d AgA AAE FHCR.” M57Pd, A314 33 (2025).
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ACDE Aoty g&d 1 82 oS Zrt

"SR el YENA A2t et AU Bt Eash A2 A B9
£ AN o) ACDE EYNALGED) AN, ATES] U ALIALE AFg3lo] ool
9 gt YEE 9 A2do] FaE vlX7] Mol BAHL Kekech 1D

224 v] S¥F= ACDE A8 FPde LASIL Ao T84S HASHAL £451H
e Astsh] A AARE goR AFosta g2 & & Atk IEal 1 S vl
R AA Q] v EHA Al2E ] tigt A1 be2e] d¥ke® ACDE 295} A
AR Oigt AH-AIE A5 AELHALE B85 Athe A2z F4%A 249
i@ AE2 ZokE 4 QUTh12) o] ACDE =372 YIEH A tiFt diSFoA v
H ARG o] F AR, FAAY, T8zt 9 ARIA Agte] s E6A A8
= Moz = ict19)

o]t ACD/E-E& ¥ T4 LA 7] 20169 22 AAE et Afo]H FEQLE
ATE(CCHS)A AAIRE 222 Eojt, o] ZRAE= Y2 E°)(Dennis C. Blair) &
=724 9 vl AEEX(Michael Chertoff) A FEEE(DHS) 4 5 Ato]Ht
H 3 713e 9 24P A1tk AdM I ESE 9 4

(& 1) George Washington C{&} Z2H|E 9| ACD H2|
28 LI

1. 712501 2otHe|(2|AT KMZCHA), WsiH(firewalls), HIO|2{A #r(antivirus), If
X|=2|(patch management), A7li(scanning), ZAl(monitoring) S

=54 4o

« HEZInformation Sharing)

*+ X|¥7|&(Tarpits), Sandboxes, {LI%(Honeypots)2| #2
S5 9ol | - H&Ee} 7|8 Denial and Deception)

* Y8 #E(Hunting)

* Y417|(Beacons): HEHFXMOIA HEARXI0| AXISX|

11) DoD. “Department of Defense Strategy for Operating in Cyberspace.” (July 2011), p. 6.
https://csrc. nist.gov/CSRC/media/Projects/ISPAB/documents/DOD-Strategy-for-Operating-in-C
yberspace.pdf) (A4¥: 2025.12.21)

12) #EEER. “KEACD:Defend Forward& >F> MERD®E] : B AT REBIY Y+ 7 3—Bhil, ExHELT,”
FESRBCRF2FEY #1345 (2029), p. 32.

13) R ARB A, “THERATY -1 S5, & i3 & D BERRRsIC Al TREREAICDWT (2022/
09/21), <https://blogs.ipcert.or.jp/ja/2022/09/active-cyber-defense. html) (A4 Y: 2025.12.26)
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8 W&

Beacons: AICH HEYI0| &6t HE H2

HE Y(Deep Web), Tt Y(Dark Net)of|lAe] HE24ZE(Intelligence Gathering)

Botnet EX|ZX|(Takedowns)

MM, 7|4, FHTMAMEY L SUHSH 5)E S8 HMEY

HIPl=x0| Yoy 2jsk Hr

ANEEE HEXWMS 3146f= 1= #5(Rescue Missions)

= 82 (Hacking back), 2@t 90| At HERT T= HY Iiu)/E2t8 S50z
HAEE AOH 8 S

£2: “Into the Gray Zone: The Private Sector and Active Defense Against Cyber Threats.” Center for

Cyber and Homeland Security, George Washington University, October 2016.
¢https://cpb-us-e2.wpmucdn. com/wordpress. auburn. edu/dist/8/7/files/2021/01/into-the-gray-zone.pdf)

AlO|H 5

o] BilA= ACDE Al HEHA A4 9] Tl 53 Hojet 34712 HEYHA
QoA A== AtolH T4 Alelof] A5k thdt RA2 Aol X +53
Hol= W3t o] A4, viojgA WAl 2 o] HX] 53} Zo] A9 HEYA QoA
9] diFo|ny, Aol FHLZ A4l HENT 504 HAEE= RAZ 7ol A ]
EQ39] oty 9 E3H0] EFOoE AAE:= Aol Bo] 97]9 it ¥ ACDA
£ 930 I3 FEY FF, 7 HE FRE B3 TEANA = F= 71T, HAE
o] o]8sl= 1A Y(Dark NepollAQ FESH & +5F Wolo 77k A%E, 944 2
o A AFEE Adsto] YEALQ A4S Aok Y, 32} T JRE
oz 3t A4 3 28 AA, 3449 YEYT AUt AHIPT HHE Ik
T& B9 5 Aol 349 77k A7R] FHES A7 X3HELHY

53 HEo] Aoy ARl F=o] AL 20169 LIS FTRAo|HtR A
(National Cyber Security Strategy)°ll ACD7} ¥I¥=E s 1 W82 o33 k.

“ACD= HIEHAY AlARE 73818te] 340 Hitt BolgE Aeshe B £AE F85e
fzjolct. 717 FHolA 5FH AfolH] ol YHHE ez Aoy Het 4717 YIEHZA o
T AR mofsta, ol21% AR sl AAR oz d3stAL Wefslr] §I%t 2AE 1etsi
AYSHE AL ittt FEE olHdt YA Hoh R {32 AR AR 18
A, 9%, 273 9 28517 AolH el di33sk7] 5] =7 Aol <tEd &
7129l WgkE 7FAZ Aotk 27} FelsiRie HEQZE 95 Aleld 33t HAe|h15)

14) IEHAQ2025), p. 159-160
15) United Kingdom, National Cyber Security Strategy 2016-2021, pp. 33-35.
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849 g=o] Fosk= ACDY] HAHAQ HEE HEI et AF P Abdnie}
i A= YEGA Ao|lH9] glg2Xo ojt7iAy o3l &5olA] FEHRA £AF
ETSHA] Fethe HollA oA AFT uj=9 Bt AR € 4 Ak

3 7] FEE F2 d=9 Agols Aol f@f digt 253 Bolg a3 718
2 ASAHB(SIGINT: Signal Intelligence ©|3} A|ZIE) AR HR7]|AQ1 HREARHT
(GCHQ: Government Communications Headquarters) AF5}2] =7} Alo]¥] HQl Alg]
(NCSC: National Cyber Security Centre)®] H&| s AFst1 k= Aol o]
€ 590 vi=9 A9k FYEAY FL ABHEY ATt 93 AL HAE E85
ohagt Hoj AR, of7|A Wil ALY} uj=9] AE FE7|HER] F7IRIES
(NSA: National Security Agency)?] &5 59 doldth= A= 753 & & Ao &
T2 NSAE BZ AL st H2E FHAU B AAgA HoJHE 53
A3RE Y EYT FM E=(Computer Network Exploitation: CNE}2 53] JEAHRE
g

M 52 EFX PR A]7190 20189 U] FHR7L IS Alo]d] H=KDoD Cyber
Strategy)2 53| ‘Defend Forward'2tal sh= 22 7fE-S =YUstch16 2018
< Defend Forward el #Rste] FE4 &0 o|2X] 2 AS XL oo A
ol&5{malicious cyber activity)e|t HEo| 3o EE5l7] Ao I TAX(FHAS]
HEQ)A o1 E= ARG A3 AgolA E5cke AR Fsigitt. vl=g 13
02 3= =9 Atol¥] FAR fis] S FolHQl digolM Euste] Eo H53
fA4E uidce BRe A9 2ot 1 wiFols S A= HEHT HolA<]
2ol ACDE= 1LE3lH1l AESHE = Aol EE B5F dold 4= gitke Ql4]o]
AZZI Y17 F, A= HEHD U9 WolF g3RteE: Ao}, =, H3L ol
s 98 FA9 1=t 34 Ak bl A0 SR, ol wEt Ao AlEe
HENT AgoA S A7fsor & BrAgo] thFg Aot olet st A|AE &
RARHER)= 20209 S0] 1l=9] Alo|Hte & HAFA oA ACDR oi7t
AREER] etk HE TAR sfo] 20184 o]F ujFe] Afo]HitE M2 ACDOA]

¢https://data. parliament.uk/DepositedPapers/Files/DEP2016-0790/National_Cyber_Security_Str
ategy_v20.pdf> (FHY: 2025.12.20)

16) Department of Defense. “Summary: Department of Defense Cyber Strategy 2018.” (September 19,
2018), p. 1. <https://dodcio.defense.gov/Portals/0/Documents/Library/CyberStrategy2018.pdf)
(BN 2025.12.20)

17) iTiEER, MEBRFVF U b BROA T VI VA B =T v & A (2024), p. 333.
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‘Defend Forward’® o|8js}th= H2 X|A3i}.18)

Defend Forward®] tiH#2|Ql A7} % A]HIHUSCYBERCOM)O| 2J5f AHA|E3L
Q= FE Tt ZA(Hunt Forward Operations: HFOs)o|th, HFOs:= 94t 2529]
HEYINA E ApojHio] Aok I ARFolgtale EHCLI) % Alo[HZ9)
HFOs®E 2 23H2 $530) oAEo] SAE 39| HERD 49 FPIEE HEsia
A2E9] R} Q5o Ao 58 ARl o]’ FE2 9539 YEA o
of =22 £ 85 ofYT} = EY AE=Y MHIAEE 27| SEFLEHN vl A
oj¥] YYPLERE A= HEYZE AAWY] 93 A4E F5T & A ot AR =
Aol 2022 TE3E 2jAjof Aol AAA £ i B TS AfolH A&
712 A5 AlolH] 27t YF-E(Cyber National Mission Force)7} $-Agto|u AH-9]
Aoz AM} A9 HFOsE AA|5}9ct.20

Lt 2= SRS 555 MO[H 40 7Y

554 AolH] o] =US ARt 202248 T=7IMRARAGNE 2 554 Aol oot
Rt “FHFT Ao o|2A] AR, =7 T8 et SO tig R4S FE op
A7IE U AlelH 49 2271 e B35, olAE vddl viA] E= ol=3 Aol
S40] 28T 479 13 FiE TR AT AN BET2= fAgSal JAth2 18)al
olg FAHoR sty A% AN "S57h T8 AT} 5o tiRt ARG $E
25k SR Aol F4 i 7set ¢ vl S4A AH 5o HY- TSt
7Fe S Aol tis) LAt Heto] FoH=S o el sjo] HAA-Feet A&
Z0 AYe B9 sha Aok

o714, A AFT vlmT FFolM =YTE ACDS 29| 20224 =71 R,
o] sk 534 Aol Wolete] Alold] FEY oVt Atk € B&9 BT 554
Afo]o] ¥oj= vojgis Wil =)ol Johy AR|9} 42 £53 HojEs gAY &
fie F189 SHE WPz 583 7idolEe HolA vi=wt 9= ACD ¥ 44|
Sk, oL EAAE] HEI] st AW F42 & < fie AHE BEE JY-

18) M ER(2024), p. 38.
19) iTIEHERA, EHER(2024), p. 338.

20) (EEFIE. 1/ S—IERE D & BRETE THEIRAE SIREE VA \— - EA LB R B
B B Uy Y (2023).

21) NRIEE. TEZ L EREENE, (2022.12), pp.21-22.
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53t 22)= G| ¢ ACDol= ZFEA] = FHoltt. AANA- T3t 22]+= 2018
| u]Z9] JHEA | 545= Defend Forwardol| sgsh= FYQI Aoltj22), T8y
52 o gEo] ARt 553 Alo|H ol nlE G4 SR3 ACD Mgl 344
A RfSEAE ZF5H= A2 1 /o] i Ao & 4 Qo

o FEg AL B2 A Defend Forward'?t 28st S22 54 AtolH]
ol /dE =Ysteiete AA &8 HolAe 4T3t Alghe Fal Qlrks ARolth oj=
202549 39 18Y F9Y £3]9lof &3 o|AMF AAFRBR) 22 EAS T
A = Utk oA} FE = "FAA T3t 23 = I5EA A9 BHCIAN FEEY
HAolA B8 FAFHeoA AAEE Aol 54 AY 5o dA|Aske] 74 =T
= Fogehe 24 52 4785t Aot 24 tido] He A S dis)] &84 Tsiut
716 BA 5 1 2 7150 & ¥FE F= A2 AF5k A %ok mEA g 2=
AP 4 E= 718 e} 22 AR A0 slFstA g2 Ay 927} gAIske ¥
Aol Bigsh= Zlo] ofHtt AL so] ojt 7Ry Fafist £3|= Ao HAIE AdS
Hes] ort.2d) ol BRI AL 1g HA duto] gt &4 ez
Eol€tt. 201549 HRQPAHA £ GAE Y& FHE o Hidtals Yo Uzt
ofo] ATA A9jEe] A9 o8 Hri= A 58S A3t A7t Ack29

2. SSH Aot WoiHe| £ 82

Y2 FH= A AFT AAME 2022 129 TES S7IRPERAZAE 2 FOA S
9] &4 f8olA 215t 553 AelH FolE =AY AL FASIAH. o1& 8 =
717t Aol B3k A AASH FEE #A5IAL FEF A o|2X) ofAT FE71H '
8 Az izt I Aol F49] 27} A A9 HIAE v WA=
JAIE F&3] AT

GA 29 HAE slol= FEE4 EOR Ao|H TS UokE it A9AS
IEE 4 o, Fold2 222 ¥ R A HEHIS =AU 13
554 AlolH] o] e AUTeEN FEHIT Y HFHA e SRS Al &

22) IRHEE(2024), p. 33.

23) 21 7EESRHERASHEE 9B (2025.3.18.) (HESHMHFHBRE AT L)
<https://kokkai.ndl.go.jp/#/detail ’minld=121705254X00920250318&current=1> (FMY: 2025.10.30)

24) TR TZREA. Tk A ADZ 2RI AKFEIR, BE0FRA BNSCE T, FAHE (2022), pp. 80-85.
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AYA ez Ado] TR Aol Fatel Fajatshs Aol 7Rsaa ol o] &
53 Aoly| QIR £9e AR HHoR okl 3448 & 4 Utk

7t MO[H 9IRdef ofst 3l TEst

FZ AlolH Y1go] NEeStEHA FR71H E 58 TS AT Alo|H FFo] At
2t Astal glom %7 Fofzt QiElE Al SRt 5 4ES SRR Aoy ¢

2 e AFLSE 1R EHL Q) A A58l Aig Aoy 34 AR HEH
2l Zo] 2020 7heof AR T L& FAA HEYA sjFARIC|h25) o] AP
SIS SA7 Y& A9 H971LE dF = AFE A2" AR AL E
TR A4 JHEI7)EQ] NSAZE S5 AoR viF eI (Matthew Pottinger) 5%
HEH3 & Urt4ad(Paul Nakasone) NSA =4 & Alo|H|F Algato] wlsio] g
of BESIHA LBAA HU20 EA A Yol Urtad] Alo]H AFEEE Hunt
Forward 89| A& s o A= YEYI ) o=Fo] E0j7K= AL 985 9=
2 T ElE WA ARSI, 2RH o2 dES0| HYY H/ME AAlska
NSASH AfolH] o] H7} AFE AFsHe FH= 4o =AUk

%4 Qlzalo] tigh AtoH FF AR T chd BA¥skAL Qlct. 202193} 20224d 0l =53
AJOFA (R R)T QAFFRCRBI S Q&7 Al 29 Fe7t AR =AY A& A
2I1& 7158 & & U = AHEI7E SR 20239 79 499l= BAS0) 340
3 Larokd} Euld A|Aglo] wpH]Elo] 3U7t EHo|H HkEo] A= § &Rl &
FFE AL, 20249 Loll= FAY F-8713] gt Aty FZo] WAYs] AFE]F
Agso] & I FUct2

ojF% 7|1&H g NLItE = Alo|H FFd tig] 7]ES] HEND HetS Adsh= &
2Rl Woltto 2 g = gl A AdsH & A2 YRR} 554 Aol
Hhojo] =¢e AAsi= & 221 F R 2835t

25) Ellen Nakashima. "China hacked Japan's sensitive defense networks, officials say,” The
Washington Post, (August 8, 2023).
<https://www.washingtonpost.com/national-security/2023/08/07/china-japan-hack-pentagon/
(AHY: 2025.4.30)

26) "THKRREOREKRODIER, REEBATT 7 3—FHHE AW RICKEDES" T B, (2025.3.21).

27) FEE. VA NRN—BROBR L VA )RR . BT BHHOR EESIC AL TR, Tz
hEFAAE, #4625 (2023), pp. 117-118.

28) "EPISDY A B T EAEF#R, (2025.2.7).
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Lt. U= 01=9 31

20200l o] =< =2 G&o] A3 Alo]H YFof the ok v Yt
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Japan’s Strategy for Strengthening Cyber Security:
Introduction of the Japanese-style Active Cyber
Defense and its Policy Implications

Sanghyun Lee
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This study analyzes the strategic shift in Japan’s cybersecurity policy, focusing on the
“Active Cyber Defense (ACD)” legislation passed by the Japanese Diet in May 2025, and
derives policy implications for South Korea. Since the revision of the National Security
Strategy in 2022, Japan has pursued legal and institutional reforms to transition from a
passive defense posture to a proactive response capability on par with the United States
and European standards.

The Japanese ACD model is characterized by incorporating the US. concept of
“Defend Forward” while establishing unique operational constraints in consideration of
domestic legal limitations and the spint of the Peace Constitution. The primary legislative
contention regarding Article 21 of the Constitution (Secrecy of Communication) was
addressed through the logic of “minimum necessary restriction” for public welfare.
Furthermore, concems over sovereignty infringement during “access and neutralization”
measures were mitigated by applying the international legal principle of “necessity.”

In conclusion, Japan’s legislative milestone signifies a major transformation in the
Northeast Asian cybersecunty landscape. This suggests that South Korea must
expeditiously establish a legal foundation for offensive cyber defense, strengthen
national-level SIGINT (Signal Intelligence) capabilities, and implement a robust system of
democratic and judicial oversight.
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2002).



182 | Swei7 691

Bao] ZAPgAC] ol BAH-FYA-SYA 4 F ojr)o] NsHA Hefsks o]
o ZEH)

2. QIZto| HEhl oY

SzApb0] 27} QhEolA A|SH= St ST Hlofis Tkt A9 Gigo] 717 %
o Ik, WRE o ol Tt QA TS HEH AFA7} opet, It sk
WY SR, T Wl BT YA AP A2 2, B4 1
(USS. Space Force 2024).19 E5F 959} Alo]H| Fzto| 1WsHA AAE|IL YL o] gt
30| AFA-FHE 5 *17154-} SEEA 95 uek= 27} QoA 4] 7]t

€ TS "o} ety SFALE -850 o] SlojA FIZke] g2 oL HeE A
AL 47 =He HoltHeAd 2024) 15)
QQtEOf QlojA HIZte] ggta} Hake thea} 2t A4, 17k 5 Qluelte] ‘B

g gH'E FEok= 72 FoiAoloh ot HIzt A&’ =71 et} % Aot &
T SFAM| i3t EEE EY o UL, AL A4S BAY & o & A
Ao SlojAl RIZE Al AEE B85 BANR o B SRS 288 AF A HF
2 oA o] BAEL E3| |7t E2AE o) A(Megaconstellation)' 1603} Zo] 3 7]-]
A A8 B4 vjAIeE RIZE HIEQ G ohF AR} 31EAES AlEsh] i 5
Ao digt 9179 FAAZ} AF3fof k= H-8= F7HIZIAL AMAE 4 & e -?**’1"-
Apitol gt M| A AlF2 AR
A4, M 95 719 AE|AE AlFshe @A FA0I A4EEAL AE | AR, B
9 Avlaes AlIES] Y4 29 FAREC 1o Ao $a51, o] F AT F
2 17k 7190 §9okal Qi ol33t $5 7|6 Au|Ae X4 1EE7} I HAY A
AE = ABAINE A3 R FA AA, FEIFE FA5K= @ 7]9}HCPM Forum
2022).17 RIZF 94390-& AR ofe} BAle Fas51A] E-8Fct. i) AaAf of

13) Dana J. Johnson, Scott Pace, and C. Bryan Gabbard. The Militarization of Space: U.S. Policy,
1945-199]. (Santa Monica, CA: RAND Corporation, 2019).

14) United States Space Force. Commercial Space Strategy. Washington, D.C.: Department of the Air
Force (2024. 4. 8).

15) %@g Fe Alld 9189 dAl =9 oS Heh,. FAgE, A200% (A& F7RMRASATY,
2024).

16) &34 7] o)39] 43 1dE& A=l di=2 HjR]sie] A AAE dpFog F41-E- 9 AulAE Algst
213 92 Auigitt. iAo g AnolAX] AE]I7} ULt



S20| DIzt ol Fo| - Af0lH) Ot Hao| AU SN 1137

TR A FAY Aol S48 A BAGE A8 75 58 A, di-33 1%
A, 273 NS 22 IR 7 HEEQ AR AGS gyttt E3 U 94 dAdL
4 A% EA, A 500 digt A5 E8E 4= Jon, 3 Aulas AR
IF-EF-58 5 A7 UE AV g} o)A Wt £ 7|5 Au| A= AL} i
AIE 9EStAL F7} AEL} AR 299 ¥4 AnHE 7Rt

AR, A7k 71& A4S AR 9 AAle 71 2 F719] ¥R Ve EYo
oA A7 AL wzke wiE Ada 4808 wiEA HIKith AFA s FTHE
E T Rzto] AR 7|&L A AlARE Aot YE A4 2 gS =& g7|H2
2 AT 11 AT RIZEE S ot @77t fEldy] o] HopkR] AR &
UA THET

U, 97k 95 dxato] Ho] o st glojA Fa% %S gt AAF
715, ¥old A} w9, Qtelu A5 Al 22 7led 9 A2EE AP FHoeR
B HEske o 89t B3 95 7w ‘A Fr vy 7]E182 7Hdoly ks
gXglo] o=d Y@ T FofE sk, 349 YA gt o|H3t o] V&
9] HPAE Qizto] 9 QRO A A2 FAsHA H o]-foltt.

SR A RIZEe] AT AFE Al % ol FARPA R UES} FofollA
AAZ LR == o] gt 71& A7 HTte] A AT FES EX4l6l= FAR
B 71580 ARREY A=, 1z YA 849 A At A viEel 9
T g3 AYshe RSt 0|, J81 Y7k 37t 1 U ARE EXRSRe L
2 ojgfiol= AT 9 AFAFYH AL =Rt 3 F7}- 1A 77 A
05Hd A A2 FESe AMAL ol&, 7Ie AA9] FAH 49E Ve 2R
o] ¢k FAE FAoh= WAE BA5K= 787]&8KScience and Technology Studies)
% BAFAA JLE SFURE Aol F8 oot o|FTt olEES WS Tt
4 FA7L ofd, AR A Ayl 23 GFE 721 AFF YPAE E1 9
t}.19)

17) CPM Forum fiir Riistung; Streitkrifte; und Sicherheit. CIR 2.0: Von der Idee zur Dimension.
(Bonn: CPM Communication PresseMarketing, 2022)

18) A= Y/dont A% EES o]83) 54 A HoA Spilsl= T4 T 459 BR-A)7]-Faj= dIg
= AL A ESlele Tl

19) Columba Peoples, “The Growing Securitization of Quter Space.” Space Policy Vol. 26, No. 2
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3t AR KK Technische Richtlinie BSI TR-03184-2 Informations- sicherheit fiir
Weltraumsysteme) = 933} 915, A2 A4, 94 1 84 B35, Al 915 sz} 5 3
& BT RAF TSI §9] sPEUA|, AlA" SAUA, AZEHe] I35 5 U

Q1 RIZk FrojoflA WAYT 4= Q= HAHYUY 24t BAE 99| 3519 ‘?lZl 49
A FRONE BE B $E& FABIEE AA S ol FYo| A4k A&
42 71 EA9 IeeHA] P AeFog HYshl S HoET

‘24 A IHE(ground segment)= 94 HH $417 dlojH 4‘-4‘1:% gohs A
g, YEQZ 1=s, Hlojg A ALdHS Xy, U olF 5= A=t AA 7
kst 27AQ1 ¢ 1122 QIASHAL Qltt. olF A3l "R FE8- IT-Grundschutz
I ZI(IT-Grundschutz-Profil fiir Weltraumsysteme Teil 2: Bodensegment),°] &
=2 s gen, Y A%, A2 A, YA UF R B4, YA AL BE F &

goll 3t Ht 2471 AAY LR A=A, 53] 8T A= Y DAHER Ho]
B 2] 7 (telemetry data processing)49olA TFL 4= U= W= -2 F- 2 F¥H0]
FHZ o AT 9lo], 5 A4t QA 8t A=Y FHE FRSAL ok 59U
< AR A dzEtet A%E 53 AF AAR A4Sk, olof 7|uigt Bt M
AASEL Ut

‘AFBAL A1 E (user segment) = 4 HIOJEHE AAE BE5h= 33718, A1,
719, W7 ARSATEAl EBo= 7H AR d90loh AR A 9/4d54l(Low-latency
Communication}$5)3t 3 7|5t Au]20] Ato g AMAF Al THES] FHopdo] ZA| £
F Al&"9 Ao 2 FFE2 718 & W) 2ol Y FFE o] d9 HF
TS dAF o 251 Ut} 2024 o|F ulAEIL Ql= ARSAL Al 1HE Het X

43) 20239 Sa % FU Qo) YEYD 9 FR B Ao, Fa 7|95 g Ab|A RgA}e] Bt
o5& o

44) 91°8-937] 5 ASHe AH HolEt A5E ATl 4 -E45ke 1.

45) A4 AlZke HaB8t] A 77k dolE Ad-e 7HssHA she 914 B4l Ve



190 ! =88+ 691

e gk Bt AR} 91, HlolE F24, ATLE0] gHo|E #e] 52 EF5, H|
HE ARSA oA Fadte] Het 38 SEske e FIEE FTHBSI 2023, 4-6).40
592 ojdt FES Bl AR} AAE AlolH] QMEE FARY AR 28R =3
g EAPE otyzt, AR Adte] 71N BE AofA oFa

AIHEE iske AWNHEEQABSDE FHoE U 71d-Av718Te) dE¥e
53 A9 S eE51a 9ot BSK= DLR, 8 94-F3-9F 7197 ges) 23 22
507 YEA)7)aL, Alo|HESH HlAEH E(Cybersecurity Testbed)4E E8] gi7to)
AAF A AERE AP ASE 5 e TS 249513 JITHDLR 2023).48) o Yo7l £
Z olF% 71&S A1 0 ESH= Ao] ot} IS AE FAE sk AAA
THOE A=dPrk= FoA AEAES ELlth

£9 AR 2023 W3 LA space strategy)ol] gt T4 RA 24 20244¥ 10
¥ Y79 A= 9RE FYHe R A8l 1 (Space Act, Weltraumgesetz)'9]
29 YR, 17 259 98 #E, 94 -34SR #4 §71- 552 8
AL} 52 235 AE-S 3tk W8-S 91 Qi dE £9], o] 59 0ol E
A A, A BAR 52 =71 §71E Wotok s, 29 F {™ol IS Rzt
o] 34| UYL FFNEE 7P B - BT JHE 875K= H8o] S0t & =
4 AF= T A -A5E go] 1] AetA o] SHE sl A A digt
A& 7FsAdS ZSBHAY 1HAsIeh= JAEIEE AT Stk & HRe= Axpe] ¥,
A& 7164, e 871 A3t 52 Bl AEEYT F4A7|ASME)S ZF3E 7T 7199
AY AL FedE 8L "X 1 Qlrhs0

89 5YL FEo] oA FAF Y AHE+A|(Self-regulation) 7]¥He] 2
A3E SAtAANE YRA IVt A5E F7ioka Bzl disf st QJIAE|BE AlF5t

46) Bundesamt fiir Sicherheit in der Informationstechnik(BSI). /7-Grundschutz-Profil Raumfahrtsy
steme (Bonn: 2023), pp. 4-6.

47) Atold] Kot 7]&- A ARE AA 847 fASHA AR -B71E = Q=8 /45 o] 4Y ST,

48) Deutsches Zentrum fiir Luft- und Raumfahrt(DLR). Pressemitteilung ,DLR stirkt Cyber-Resilien
z in der Raumfahrt - Aufbau eines Testbeds.” (Kéln: 2023).

49) Holger A. Kastler, “German Space Act on the Horizon,” Space-Tech-Law: FEngineering the
Future(October 30, 2024). https://spacetech.law/german-space-act-on-the-horizon(Z 4 Y:
2026.3.16.)

50) Andreas Lenz & Thomas Jansen, “Space Trends from a German Perspective - a Flurry of
Developments and New Ambitions,” Space Law 2025(July 10, 2025). https://practiceguides.

chambers.com/practice-guides/space-law-2025/germany/trends-and-developments(A 4 Y:
2026.3.16.)
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£ P Aok AL Holw girk. A Qo) AlaMEE FHse U $49 5
AEet 25 FAR, 277 ALE 7IEe B8 o8 WHHLR 7X-EEee 48
E2 7153

2. T HSHA 7=

F G994 9B /o] EYSIEEA, 5L -Alojy ¢HE FH L2 A Ve
oy @713 gL dol Y79 ‘A& BYYE S £ T YSAARE A
1L QU WololF AESR} FU13E APt 2AERE EUE, 5YS S5
°}7§31 & B3, AE BAIE 55 A= AlAF 9 B4 v 58 THA o
1L Qlt. o] oA L Ane= Tt 7 AR o, A7 FEE 280l &
:I"E]L' 7} G4 7|9AER & Fa ok
%7] §5-AlojH| QtH o] 4 Alo] s, AR 1, T4 B F HEFo|n
97139 A8 8ol 23 209, AT 5L Bo AT 9 89S 185}
L uigko g A WS st QITKBSI 2023, 5-7).50 &, 71€29 Al1HER ¥
£ ofye}, AF AAQ A& 74, 32T A, AL o|F B E7IA] Z¥sl=
AYNA EF AAE AFIAL Qs Aolth. ol T AH4te] &4lo] AR L5 A"
2 9% 1A F A= &5 °]nﬂ'-] E4& 1% ol
AA, '—"L%E] SE'E 5Y Aol R AFA9) §4Y] 7|xo|tt. BSIE BHIET BF-
71HE §5F A&7t Aol FHo|u HA| Mo A F R 7)5S ST E,
Al&oial B8 07 Eg £ Q= A|AE 5913l tHBundesregierung 2023, 62-
64; BSI 2023).52 14 Alojd WY AA|, thg A/d=9] B4t &8, A4 P29 thAske}
22 7132949 £X71 4= 311, ol B3l ME A ESE ol &5 I
AX 9 A&AQ0 28 58S FHstal Ut}
A, ‘A A A3HE T2 34 5Y 5 A 271 5 Aol QIR 4
A AAR AEetE Sgtshe 94 5802 FAE BASK: PR Uk A
o2 dZsa A= YL AL BSIE Y4 ARAL SAAREA, ATE 9] 7]

51) Bundesamt fiir Sicherheit in der Informationstechnik(BSI). /T-Grundschutz-Profil Raumfahrtsysteme
(Bonn: 2023), pp. 5-7.

52) Bundesregierung. Nationale Sicherheitsstrategie. (Berlin: 2023. 6), pp. 62-64; Bundesamt fiir
Sicherheit in der Informationstechnik(BSI). ,Resilienz kritischer Infrastrukturen in der
Raumfahrt.” (Bonn: 2023).
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A, B 71 719, &5 AHER 53 88 YEYIE 753 RABMWK/BSI 202
253, olg &3l A T Gt 71 AE Ao FU A WUt SAAT
o9 35 93l 7l MY, B 28ERS 7|eE 4 95 2B S5k A
<= ol2® A A Age HoFe Aot

A, ‘D5 AoiF71E B Aol AAE JP= = oA 71e4-294 F9L
STk 94 8ot EYL Hebe AR b3 A7 ot 95 959 71
SARE 7] DAZEA] A HgofA AP asjsfor & 842 HAstal QITHBSI 2023,
10-15)59 71&A3 95 Al2EE 43t RE S 7 dAlolA W8T 4= Sl FAF
AET ol fiFt -8 £AE FAFHLE AALZA, B 8771 27] A 239 A
Aoz WIS stal Aot HTole FANGRE), E21F EHF 79 F38P0), Q1
SAle- A 7IW ol 'R 71e57E AoiFr] TE AAC 2IA7EE =0 &
F5] AP Qlek. o= A I W FA2 U-go] S AY FxojM AT
T e FFHE BN, 25 AmeEe] F71HolaL HPAQl 8-S 7HsSHA gt

S5 Arete] 322 B4 A= 95 A AA | et olsfE SR ¢ =Y
9 234 fi3AAE, U3 F4-1§o] S0l £4& A%kl ofd AH dAe] Ao
E &ER Aol & AUtk oF B FY2 2 24 A B4 7N @
AR fF-AolH AR JFE AAEIFELH, ole tE Ao 4uE b3 FYAA
o] =3 Z]gte] Het

3. CEEX YA 75

E90] 97 Ao]¥ e e G S|Pt F F4 F&vh offel, Wz FR-2-5f
A7t 288 B3 FYAAES 59 29Uk ol 2 HFH AYL FaSFANE
AHQ AR e Tl Yo Harold Fo] AT FHE Aol

53) Bundesministerium fiir Wirtschaft und Klimaschutz(BMWK) / Bundesamt fiir Sicherheit in der I
nformationstechnik(BSI). ,Cyber- und Raumfahrt: Kooperation fiir sichere Infrastrukturen.” (B
erlin: 2022).

54) Bundesamt fiir Sicherheit in der Informationstechnik(BSI). Technische Richtlinie TR-03184 —
Informationssicherheit fiir Weltraumsysteme (Bonn: 2023. 7), pp. 10-15.

55) FAFE FANAE 42 FASES A9 A4 42 79
56) St=S014 Het FAE L83l dEs} ik 7] wele] bige Asishe A,
57) Al-HAlEY LalEEo g 4 WS ssge] Bet As)-old FAE 2710 HAsk: 71e.
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Q9 Aty ggo] AT EF AF A, 5L 75 BEES €O 5 78R
Ago] 71sd 3 AHILAE 153 gt

o] A9 F4l= BSIZt Ut BSI= Y9 Alo|H tEE FHsh= SR, =
7} 7INHA BB do] AFY F840] AR 95 YoM @4 98-S S8
ARQ1A|, 8HA|, HARIHARZZHAE: Kommando Cyber- und Informationsraum,
CIR), B% BAE offE& Y Y EQIE F=opr, ¢ Aoy HoF A&7 IF
(Expertenkreis ,Cybersicherheit im Weltraum)582& 53] 95 AHIAS AL 3}5}
£ 9% 938t o] 2152 A1HEYE B 3 vl 7le BESL 9¥ Bt 42
Heb 71& e "ok AF FYAR 7155, S5 Aol QR FHo] A Azt
<3 AAZ FHEEE Fit

7 22 o] FYAA A GHAY 7e-&F FAZ 58“’16]“:—]' A4 AZAL SAA
AR}, Be1E71Y, 9771, 2ABEY 52 Het A dARE 153 4% I Fo
st A3 7180 e LFAAE 5T BSIE S 9HEH R AASH He, 7
7o) FeF o2 7|1EE PAokE H71 AR AALt FEA =S rloj=2RiT 915 A
g Aset

TA BEAE A AR RS S5 3AE(Das Weltraumlagezentrum der
Bundeswehr, WRLageZ)7} 84 A%-e @33t SF4AIHE U E=9 & 713
o2 A Y4(SAR-Lupe, SATCOMBw 5)% ofyel 917t Y4(TanDEM-X )7H] &
AH o8 A -EEsIH, 5 B FE AY, 2971, 94 8 ol A3l digt 76‘

£ AAZtez £ -BA3it o] BAoA NATO ¥ ESASHS] o] o]Fojx|n, &5
AEA4] gF2 A § {4 AET SFARTE o3 AEE viEeE o4
28 B350} Alojy A th3-S =otE, 344 AFE= Holg AY 7150l FES
E}{Bundesregierung 2025) 59)

A FYPQAE F B8 92 2FE FHoA|(Koordinierungsausschuss fiir
Weltraumnutzung und Weltraumsicherheit) 7} 4 7+ 2% 7|52 933 =45,
W, A-7|FEEE 5 F8 FA7F Foshs o] YAl S5-AleH tH
49 %—%1"3—4 AFH S44AE 28519, BSI-DLR-SFASAE 5 Agr|ale] &
g A9E B AT @ 3t AAE FAUH60 o]F FIf FLYL LF-AloH ARE

58) BSI T}Eﬁixﬂ 5 et HAgo) tiSsh7] A8l 71e S Bet BES AR AWE fEse U7
27

59) Bundesregierung. Weltraumsicherheitsstrategie. (Berlin: 2025. 11).
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N8 BA Algle] opd, AHQ-QtR-QuE TSk F58A 27 A A= Hesin
ALt

A4 oAM= RS 9l H 3T BE FR7E o]FA L U CSpO
(Combined Space Operations Initiative)eD)E 53t 95 A% JH w3 UN COPUOS
(United Nations Committee on the Peaceful Uses of Outer Space)62)o| 4 2] H3}&
o] & ¥3] 2]x], PAROS(Prevention of an Arms Race in Outer Space)63) =2] Zoji=
BT 95 379 XIS B 7168 +E2E fAIsk e 599 ol dAEs)
9} tigo} qic}. o]2jet A Al SU F5-AlolH UH FHo| 7 H 5 Y
AE AHAY F71HoE AAHo| AEotESE Fltt

549 o33 FA8AA = U T 771 2E0)lFHe 123 F HolA FAedh =
L2 DL 7§ Qe &P H, ARt PRl Bk HIEEHIE 53l 7=
7 A8 S, 7 1, BF JYo| AR JAFHTE A gt o]dh =G W2
FaFod 95 A RN 2351, 5 25-Alo|H tE FHZ AA R 55
A = 4 fE2 A Z1 o

V. 3E&

B A7 50| YolFeln HeEsie $7aMte] 7715k Aokt YT $oM 1
34 97 9F BT 2| AVH YL FYT P71 A=Y SFR 3L
PHAA fon], 3AH T4 AR SRA4 PE L83 HES FABKE Ha
294 B YA $3S Guingieh EI £ ATE KUY 9F-Aol¥| gk o]
chet 2o 42 R AL TS A, UL 97 AG-ASA ATAED P
318 SOl Uzt B4 TR SASUAE 2R A299 HPAE ustn B4, 5Y
o YR A AoNF7IE DT hSAAE B3 1 918 8L ol 714 1Y Belsh
Boze A SEZ WSt A, SUL BSIE FHOE FHR-U-A-3A)
60) ggf%ﬂ 20199 AA7 £A 7 FoA 2, 95 F8 FHT 95 AR e &GS A5 &
61) "=, 9=, TF, v, 2L, Y, FEAE § 107150] Aojshe w1t 95 AR FoA.

62) 7 £5 37+ B3 o1& 9193

63) 74l ZEI Yol =oHE AT, 25 FNA Y 28] BRBE TA] A% =A4A 9 e o
£t
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o] AP ANALE Axslole] Tzt A&7 5719 FY = &80 HPEHE=
S5 AfolH] QtE RElg 5513t

SEuEte] B, T S7HEE0| 195 AfolH EQl 71o| =811 ,(2023)2 LHSH
95 Qluet HS S A3 Afo]d] K e 7|&E9] A|Esto]| 24=51911,64 2025 = ©]
& TARR T9FAILE Alo|HEQE 710| EZRI(VI.0) 2 53 AojF7] AS EBSk=
HOF 715 AAISISATESS) o3t Alet= G F o] s WAk ke
oA =9 A g 3% 3512 Adoh. 1Y ZolF FA| £t U9
AIHEY 7|&S HE- A=A ZAYE 2& H2E FHA b §te), =9 A
ofz] Hil Lo HED Qo] A AR dwE &5 228 A4k o A7 Al
B3 o] 3FY HS B8 N, EF FF AAE EYS 2BF 1R E 45T
A g2, T2 olF7] 2 oAl 9 Aledsh= 27 dA0 At 23 AA F4A
AL =2 FHYE F4H9 @A L2 7hY, HZE-4AHL -8HA- o] AeF g 3oist
£ 89 Avdie ofz Aol o2’k HollA $= HA| 7he|=fiele HARSHAY
AZ- 2 A AL} A4S AEAS A1k, 71&d 71ES do] 3FY B, 298, =
A T+ EF7HA] 2ok ZEA WA 95 Aoy R AAS WHAIF 22Tt 9
o} of2E Y 7|# F4 +2E gol, AR FA, 444, 3|, A7) A Fofst=
qY ANUAE AxFog F=8fof & Aok

SHH, 59) 2Rt A Fo| Rizk-Ho] F49 FIo 2AHo U= AL ot A
=949 9482 AFH R 17 A -ASAAE AL YFIA ol - A=A &
T QE'E ARSI T3 H3LE Hol1 qint. 71E9] Wiy FEe AFEs= fA
stal= SIAYE AG5HA 259 A3k 53] fAlotet $x9 5 WA A 9% g
gAlol-etoluy A4 Fo| 95 PE] FRAJE FLAIF|HA dofid Wdlrt Al Holr.
= ARy SRS 20259 95 QFA 9 otH A weltraumsicherheitsstrategie,
Space Safety and Security Strategy), = 5 59} QuE7 3502 ISt A
B2 5 3 BA-97]-=71 9 Al BF g 7HsE AEE g9oR 43
SFal QAr}.66)

64) F7PRL. 93 AolH] ke Tlo|=tel, (& FAVERE, 2023).
65) F7PHR, FLFAI AT Afo]ulugt 7o) =RRIV1.0), (F1&: F7HERY, 2025).

66) Die Bundesregierung, “Space Safety and Security Strategy” https://www.bmvg.de/resource/blob/
6042580/128dbebd8cce8d7b8e61eb680edf91ad/weltraumsicherheitsstrategie-2025-en-data. pdf
(AAY: 2026.3.16.)
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T3 EY YR E €359(F 4129) 119 9 TR Y-QE 9= BALE 20309
7HA] AL FA] AAT A2 FF Ut FAY 5L S5 o] fARGE =7t
ZA)9] AMo 2 Wlel /M54 HojEehe) & EQo] oMo u|2HY 27t &F
AN&EE FESHAY BFAAY 77 541S SAISK: BAleR Hslshy| Ho Hizt
A4 -dolg - HAAE oy 7] EHo A A8T 5 A= AAE weoluzE
ZAog HQth & EYZ ALY FARFE FAoP7| Bt A4 T EE & 9]
3-8(dual-use)E &3 AHE 7 o), Wt FF9| 84S FASHEA ‘A
9(strategic delegation)'?] AT HY7S #A Bt 7AsH 87 AoE BTk

2T 5 B A 07 129 S A ATt FoA, 5L JA 5 4=
A4 A3k A BE 59 AL, A o8 £H] A AFH LR Gfsial 3ot ot
o|Zj3t W= FHF 5 FA AFLEY FAT HIolFr| R, 7|E9] oA
718 FE2 AR A A& BYES Bk WY 22 of3d 4= it o=
Y9 P5UR HFHo| nH Hdo] ofe}, HAFESILL A|xF] Ao Ho|lA HAHoR
Zsstal 2 HojEr

542 c—ﬂv‘}?ﬂ A=A v S04 714 A& 1 &5 FY F4HY 12F LA

7 gon, ol2dt &AL A T A& 7IsA LR olojFT =2 5L F
U3 QA wego|yt A TGS FR-5H] ¥l BRI 2RE 9] u|Ald - H A - AR
T ARAY 5 f380 A =59 ke FHoA, Hay 73 98 34 U
U= o 243 A A SHARF 599] Izt A SFAHR L F7HAERE 4R
71718tk 235]8 2717t A St HAE B785] T AHlolA UE 4l A9 F
A2 S5t HHlojgks HoA 83 AAREE AlB3i

42 58 TAHE 34 HolEr| B 571 71e i ARl A7 9Eshe A
= A5, tiF A 948 S4lo] obd 24F A 94 71Nte) 3EeEE 22 E
B4 971 Ao 5 gFo] FAHEE A gt ole AL 5 YA
EZ3Q A 4259} t-F 582 Hoof 5k= =l A8 7153, Fitolg: 84
A EES 1Y o A - HE-F 3] 94 § g4 SR 752 7P B Aot
A F=Z o7t Ao FA0) BE 5 g% o] FH6 YA Y S22 794
= A ¢ Uoug FYAo= vizte] 2F3HE 7] Aol =7t £4 54888

67) Boris Pistorius, “Germany to invest €35 billion in space defense by 2030", Metal/ AMOctober 7,
2025).https://www.metal-am.com/germany-to-invest-e35-billion-in-space-defense-by-2030(%
AY: 2026.3.16.)
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% Qe A=A Ak S vhishe 2] Basit 27 B2 $FYNL Suuct
o 293 ohe BES Ao £, 1 ZES ISR FHNE SUAY U g
AeHom AL, vlan LYEI] A5S B3 A BrIA g BEe &
F Quakg PE3s WFOE Yoplok & Holct.
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7R, T3 AfolH ¢HE Zto| =gl (A& =71 R, 2023).

7MY EY. T9FA| A8 Alo]{H et 7ho| E2RI(V1.0)y (A& =7 E.¢, 2025).

PARA 5. AR SFEAB71 2418, (H2: 2022. 12).

R, ‘@l =9 ARESe ARYSHYA: AFH AR &4 AstE 4L
2.7 TFAL A742(2010).

3. ‘S Fid AEst IR YA AV AR A, A632(2015).

S8, 95 Alo|H A9 dA|2} 2] & W%k, FA—E T, #2903 (A2 =74
AT, 2024).

0] 9-4- A 97 “FHAYS -8 A B3 A FRAY AT N E FAHoET
T4 - 133 A A40d8 A1= (2025).
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The Cornerstones and Key Characteristics of
Germany’s Private-Sector and Defense-Oriented
Space and Cybersecurity Policy

Ahn, Do-Hwan & Song, Tae-Eun

Keywords

space policy; space strategy; space assets; cybersecurity; strategic culture;
defense-oriented; private sector capabilities; Germany

While existing studies on space security have pramarly focused on responses to discrete
threats such as cyberattacks and electromagnetic interference, relatively limited attention
has been paid to the theoretical analysis of how space security policies have evolved in
consideration of roles and capacities of prvate sectors.

This study addresses this gap by examining Germany’s space policy, focusing on how
three key factors—the degree of militarization and weaponization of space assets, the level
of military involvement in space policymaking, and the role and capabilities of private
sector actors—have shaped its policy trajectory.

The analysis finds that Germany’s space policy has been formed on the basis of a
defensive strategic culture that promotes restrant in weaponization, emphasizes minimal
military intervention, and proritizes a civilian-centered institutional structure. Within this
framework, Germany’s space-cybersecurity policy exhibits three defining charactenstics:
(1) the codification of norms tailored to different space segments, (2) a comprehensive
threat-response framework based on the life cycle of space missions, and (3) a
multi-layered cooperation structure integrating civil-military coordination, industry—
academia—research collaboration, and international partnerships.

Considering South Korea’s securty environment, which is exposed to direct threats
from North Korea, Germany’s space policy offers useful insights for Korea as well, particularly
m examining how to preserve the autonomy and dynamism of the private sector while
strategically leveraging strengthened civilian capabilities for national security purposes.
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January, 2024.
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Current Status and Development Directions of the
Republic of Korea’s Military MRO: Linking the
Defense Industry through a Strategic Analysis of
Major Countries’ Policies

Hackyoung Bae

Keywords

Military Maintenance, Life-Cycle Support, Performance-Based ILogistics,
Civil-Military Partnership, Overseas MRO Hub, Defense Export

This article examines the current Maintenance, Repair and Ovethaul (MRO) systems of
the Republic of Korea Army, Navy and Air Force, identifies their bottlenecks, and derives
policy implications by benchmarking MRO strategies of leading countries—namely the
United States, United Kingdom, France, Israel, Japan and Singapore. Findings show that
(1) the Army’s heavy reliance on in-house maintenance necessitates phased outsourcing;
(2) the Navy requires greater participation of civilian shipyards amid increasing platform
complexity, yet lacks standardized and secure procedures; and (3) the Air Force remains
dependent on civilian and foreign OEM support, facing challenges of sovereignty and cost
control. Major powers maximize economic and security gains through life-cycle support
packages, government-led LSA contracts and overseas MRO hubs. Recommended policy
measures for Korea include mstitutionalizing export-plus-support packages, hosting allied
MRO hubs, establishing FIZ-based MRO complexes, expanding digital/remote
maintenance technologles, and creating a dedicated national MRO coordination body with
an integrated parts-data platform. MRO is reaffirmed as a pivotal lever for sustaining the
K-defense industry and strengthening alliance credibility.
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A Model for Strengthening Civil-Military Cooperation
in Defense MRO Programs
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Keywords
Defense MRO, Civil-Military Cooperation, Defense Exports, Military Manpower
Reduction, Analytic Hierarchy Process (AHP)

The expanding deployment of advanced weapon systems and the declining availability
of military manpower mn recent years have drven an increasing reliance on civilian
capabilities across defense maintenance systems. In particular, government policy
directions and the heightened importance of post-delivery logistics support arising from
the growth of defense exports have reinforced awvil-military cooperation within the
defense MRO (Maintenance, Repair and Overhaul) domain. In response to these changing
factors, this study aims to propose a model for strengthening civil-military cooperation
within the defense MRO system. To this end, this study analyzes the current state of
defense MRO practices and employs expert interviews and the Analytic Hierarchy Process
(AHP) to quantitatively assess the relative importance of evaluation critena and
cooperation alternatives. The analysis identifies a civil-military cooperation enhancement
model based on an integrated maintenance framework aimed at improving equipment
availability and maintenance quality, and establishes a phased implementation plan for its
realization. In addition, this study offers policy implications and outlines future research
directions to enhance the practical applicability of the proposed model.
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