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Ukraine are in positional warfare, where both sides 
repeatedly exchange bombardment and drone 
strikes. Meanwhile, Russia, a permanent member 
of the UN Security Council and a founding member 
of the NPT, has waged war against a relatively 
weak state, Ukraine, and Russia has even hinted at 
the possibility of using tactical nuclear weapons. 
This disrupted the performance of the function 
of the UN Security Council, and challenged the 
authority of the NPT which aimed at international 
denuclearization and nonproliferation. 

While the US-China strategic rivalry for the global 
and Indo-Pacific regional order intensifies, China's 
military coercion against Taiwan is mounting as 
well. Most notably, last August, when U.S. Speaker 

of the House of Representatives Nancy Pelosi visited 

Three-fold challenges regarding 
national security 

2022 was the year when factors causing instability 
arose at various levels in the international security 
situation. Foremost, the Ukraine war, which began 
with Russia's blitzkrieg invasion on February 24, 
2022, caused turmoil in the international security 
order.  Contrary to the expectation at the beginning 
of the war that Russia would have overwhelming 
superiority over Ukraine, Ukraine recaptured the 
northern part of the capital Kiev with persistent 
resistance, in line with assistance from Western 
countries such as those of NATO, while along the 

front line, the eastern and southern regions of 
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The direction of major countries’ 
future security strategy 

Under the circumstances of heightened tensions in 

the international security situation, major countries 
in the international community, including the 
United States and Japan, published national security 

strategies at the end of last year, and outlined their  
directions of respective security policies for the 

coming decade. In its National Security Strategy 
published on October 12 last year, the United States 
declared that the post-Cold War era is definitively 

over and it has entered a new era of competition 
among major countries.1)

Particularly, the United States stated that Russia 
poses an immediate threat to the free and open 
international system by waging a brutal war against 

Ukraine. For China, it highlighted that China is the 
the only competitor with intention to restructure 

the international order based on its national power 
driven from its economy, military and technology. 
The United States predicted that competition with 
such totalitarian states including North Korea 
and Iran will be the decisive inflection point to 
determine the future international order. In order to 
react to these challenges, the U.S. National Security 
Strategy proposed three strategic lines of effort: 
strengthening America's own national power, 
strengthening solidarity with alliances and partner 

countries, and modernizing and strengthening the 
US military. As a part of these strategic efforts, the 
National Strategy clarifies that the United States will 
strengthen QUAD and AUKUS in addition to on-
going bilateral alliances with Korea, Japan, Australia, 
Thailand and the Philippines in the Indo-Pacific 
region, and will make efforts to lay policies linking 
Indo-Pacific alliances with Europe's NATO.  

The Nuclear Posture Review released by the 
US Department of Defense at the end of October 
2022 shared a common understanding with the 
National Security Strategy and especially, viewed 
North Korea's improved nuclear power and China’s 
skyrocketing nuclear capability after Russia as 
challenging factors not only to US defense but also 
to the international nuclear order.2) In response 

Taiwan, China's navy and air  forces deployed not 
only in the Taiwan Strait but also in the western 
Pacific Ocean, demonstrating military coercion and 

firing missiles into nearby waters. If such military 
demonstrations continue, it is hard to rule out the 

possibility that an accidental military clash will break 
out between China and either US or Japan, as the 
latter pledged to provide military support to Taiwan 

and are conducting the “Freedom of Navigation 
Operation” in the East China Sea and the South 

China Sea. 
Furthermore, on the Korean Peninsula, North 

Korea's offensive strategy is getting explicit and 

the intensity of military provocation is increasing. 
Through the new “Law on the Nuclear Force Policy 

of the DPRK” announced at the 7th session of 14th 
the Supreme People's Assembly in September, 
North Korea proposed five specific conditions for 

use of nuclear weapon, including “the situation 
when an attack with a nuclear weapon or weapon 

of mass destruction is carried out or is imminent” 
and “a situation that causes a catastrophic crisis to 
the existence of the state and the people's lives 
and safety.”  It is clear that this nuclear strategy is 
more aggressive than the former Soviet Union’s 
during the Cold War or China’s as it greatly expands 
the range where a nuclear preemptive strike is 
possible. Furthermore, North Korea continued to 
launch medium- and long-range ballistic missiles 
in the direction of the East Sea and the Japanese 

archipelago, and also mounted drone penetration 
above the skies of Seoul to create military tension.

Such an aggravated international security situation 
comes as continuous challenges to South Korea's 
security environment in 2023. Amid signs of 
weakening of the United Nations and the NPT due to 
the prolonged Ukraine-Russia war, how should the 
international security system be fortified to make it 
as a useful mechanism for Korea's national security?  
What kind of strategic choices should we make as a 
member of the US alliances in the face of deepening 
US-China strategic competition and the heightened 
security crisis around the Taiwan Strait?  And how to 
prevent North Korea’s military threats and promote 
the denuclearization in the midst of an aggressive 
nuclear strategy and ceaseless military provocations?  
These are the issues we have to deal with.

1) The White House, National Security Strategy (2022.10.12.)
2) Department of Defense, 2022 Nuclear Posture Review (2022.10.27.)
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spent within 1% of GDP, to the 2% figure that is the 
standard for NATO countries. 

Confronting the new security strategies of the 

US , NATO, and Japan, it is foreseeable that Russia 
and China will not change their confrontational 

stance. Russia is not replying to Turkey or France’s 
proposals of peace negotiations which are to 
mediate the war with Ukraine; rather, it seems to 

prepare for another attack in spring of 2023 as it 
issued an additional mobilization order to muster 

300,000 people.  In China, which is in a strategic 
competition with the United States, it has been 
observed that hostility or a sense of superiority 

against the United States is increasing significantly 
not only among politicians such as President Xi 

Jinping, but also among intellectuals.5) Based on this 
tendency, it is expected that China's confrontational 
stance against the United States will be further 

solidified. Furthermore, North Korea is also unlikely 
to back out of its strong anti- South Korea and anti-

America policy, which has been underway since 
2019. 

The Aforementioned traditional security crises 
such as the prolonged Russia-Ukraine war, the on-
going US-China strategic rivalry, and North Korea's 
strained foreign policy, are expected to impact the 
overall international order with increased instability 
along with non-traditional security factors-from 
global supply chain issues, international energy and 
food supply and demand systems, to science and 

technology races between countries.
     

Direction of Korea's national security 
policy response 

The security crisis which impacts the Korean 
Peninsula, the Indo-Pacific regional order, and 
the global security order is coming to us as a 
major security policy challenge. However, since 
the inauguration last year, the President Yoon’s 
administration seems to have steadily pushed 
forward various policies to respond to the 
challenge. In the following part, these policies 

to this, the Review stated that strategic deterrence 
capabilities within the nuclear triad such as the 
Minuteman-III ballistic missile, Columbia-class 

SSBN, and B-52 Stratofortress bomber fleet, will 
be strengthened, and extended deterrence for 

allied and partner countries will be fortified. While 
asserting that there would be no scenario in which 
North Korea could employ nuclear weapons and 

survive in particular, it also suggested the joint 
consultative direction of extended deterrence 

against North Korea with South Korea, Japan, and 
Australia.

US-allied countries in Europe and Asia walk 

in lockstep with the direction of the US security 
strategy.  Through the “NATO Strategic Concept 

2022" released in June, NATO stated that Russia is 
the most significant and direct threat to the Euro-
Atlantic region and it also assessed that China is 

challenging NATO's interests and security through 
hybrid and cyber operations.3) To tackle this, 

NATO will strengthen the deterrence and defense 
posture through a mix of nuclear, conventional 
weapons and missile defense capabilities, and will 
conduct crisis management and cooperative security 
concurrently as its strategic policy.  

Japan, one of the US major allies in the Asian 
region, also shared a common understanding in 
security with the United States through publication 
of its National Security Strategy and National 
Defense Strategy released at the end of last year.4)

Japan reaffirmed its three directions of  policy: 
strengthening Japan's self-defense capability and 
national strength, strengthening the US-Japan 
alliance, and strengthening security cooperation 
with like-minded countries in order to strengthen 
Japan's security posture. In particular, as a part of its 
defense capability enhancement policy, Japan for 
the first time adopted the concept of “counterstrike 
capability” in order to react to a preemptive strike by 
an opponent country. To be specific, Japan decided 
to extend the range of the Self-Defense Forces’ 
surface-to-ships and air-to-surface missiles and 
introduce the US Tomahawk missiles. Moreover, 
in order to backstop this military strength build-
up, over the next 5 years, Japan decided to ratchet 
up the defense budget, which was limited to be 

3) NATO, NATO 2022 Strategic Concept (2022.6.30.)
4) 國家安全保障會議, 「國家安全保障戰略」(2022.12.16.), 「國家防衛戰略」(2022.12.16.). 

5) Li Yuan, “China’s tale of 2 worlds: Rising East, Failing West”, The New York 
Times (2022.8.10.). Wang Wen, “Why China’s people no longer look up to 
America”, The New York Times (2022.8.10.)
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issues in real situation such as Taiwan Strait crisis.
Third, regarding the possible turmoil in 

international security order due to the war in 

Ukraine, our government supported the US-led 
effort to normalize the international security order 

by linking Europe and Indo-Pacific region through 
President Yoon's first-ever attendance at the NATO 
Summit in June and the establishment of South 

Korea’s mission to NATO. Against the backdrop 
of such achievements, we should continue to give 

close attention to relevant policies and show our 
diplomatic competence to ensure that international 
organizations such as the United Nations and the 

NPT play their proper role in promoting stability 
and peace in the international order.

There is no doubt that challenges against South 
Korea's national security are unprecedentedly 
serious. However, based on our comprehensive 

national power, encompassing economic and 
military strength which are ranked in the top 10 

globally, we must wisely overcome these security 
challenges by strengthening our self-defense 
capabilities and formulating appropriate security 
strategies using collective intelligence at home. In 
doing so, we should develop 70-year-old ROK-
US alliance in future-oriented manner and expand 
multilateral security cooperation in the Asia-Pacific 
region, including ROK-US-Japan cooperation.

Summary

○In Republic of Korea’s security environment in the new year, 

there will be multi-layered challenges such as the agitation 

of the international security order due to the prolonged 

Ukraine war, the possibility of accidental clashes from 

intensified strategic competition between the US and China, 

and the strengthening of North Korea's nuclear capabilities.

○National security strategies that US and Japan have 

released recently specifies Russia,China and North Korea 

as potential threats and announce their strategic direction 

dealing with these competitors with strengthened allied and 

minilateral security cooperation.

○In response to the three-fold security challenges, based on 

the world's 10th-largest national power, Republic of Korea 

should also strengthen nuclear deterrence posture against 

North Korea, strengthen trilateral(ROK-US-Japan) security 

cooperation led by the ROK-US alliance, and expand 

multilateral international security cooperation including 

NATO.

will be evaluated and future policy tasks will be 
proposed.

First, in August, President Yoon announced 

the "Audacious Initiative" on North Korea in 
his Liberation Day speech. At the same time, in 

response to North Korea's beefed-up   nuclear 
capabilities and missile provocations, South Korea 
has been strengthening its self-defense capabilities 

through the stronger three-axis defense system, and 
pushing forward the reactivation of the Extended 

Deterrence Strategy Consultative Group(EDSCG) 
with the United States, as well as the frequent 
deployment of its strategic assets. However, the new 

challenge is that North Korea has been developing 
missiles of variable trajectories and hypersonic 

missiles as nuclear warhead carriers in order to 
neutralize South Korea's missile defense system, 
and its nuclear capability is rapidly improving. 

Therefore, just as the U.S. Nuclear Posture Review 
suggests, it is necessary to activate the extended 

deterrence consultative group which includes Japan 
and Australia or we can seek to enhance our nuclear 
latency to the extent permitted by international 
norms concurrently.

Second, in the face of the intensified US-China 
strategic rivalry, unlike the previous administration 
with consistent strategic ambiguity, the Yoon 
administration unveiled its first Indo-Pacific 
strategy at the end of last year.6) Based on this 
document, our government will oppose any 

unilateral changes of status quo by force under 
the vision of freedom, peace, and prosperity in 
the region. In addition, it stated that regional order 
should be maintained under universally-accepted 
international laws and norms, and the South Korean 
government will actively engage in nonproliferation 
and counterterrorism, comprehensive security 
cooperation in the maritime and cyber domain and 
economic security cooperation. In the Strategy, it 
is written that South Korea will pursue common 
interests with China based on mutual respect 
and reciprocity, and in specific, will revitalize 
ROK-Japan-China trilateral summits and trilateral 
cooperation organization. However, as the 
document pointed  out, the real challenge will be 
how to implement this basic policy to the pending 

6) The Government of the Rupublic of Korea, “Strategy for a free, peaceful and 
prosperous Indo-Pacifc Region” (December 2022)
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great military threat. Unlike in 2014, ROK military 

succeeded in detecting and tracking the drone. But 

the air defense system has not worked effectively 

enough to intercept infiltrating aircraft. In addition, 

controversy arose over the ROK military's response 

procedures, such as evacuating civilians after drone 

infiltration. In other words, the North Korean 

military's infiltration of drones was powerful 

enough to inflict a political cost on the ROK 

government and military.

Third, North Korea is using Kim Jong-un's open 

military activities as ‘ruling art’. From the end of 

last year, Kim Jong-un often accompanied his 

young daughter Kim Joo-ae to his military public 

activities. Kim Ju-ae, who is estimated to be around 

10 years old, first appeared at the Hwasong-17 

test launch site on November 18 2022. She also 

attended the test launch celebration on November 

26 with her father. In a propaganda broadcast of 

the Plenary Meeting of the Party Central Committee 

from December 26 to 31, it was reported that Kim 

Jong-un accompanied his daughter to the missile 

base again. When she first appeared in November 

of last year, the title of 'noble child' was used, but 

in February this year, an upgraded expression 

of 'respectful child' was used. In addition, North 

Korean media released a picture of Kim Ju-ae in 

the center of key cadres including Kim Jong-un, 

and propagated that she led a military parade on a 

'white horse', which symbolizes ‘royal blood’. This 

strange ‘theater politics’ raised various speculations 

about North Korea’s internal situations.

I. Recent Military Trends in North Korea

North Korea's military trends since the second 

half of 2022 can be summarized into three main 

characteristics. First, North Korea is continuously 

upgrading its nuclear and delivery capabilities. In 

September 2022, North Korea enacted the “Nuclear 

Forces Policy Act” and declared that it would “never” 

give up its nuclear weapons and would not initiate 

denuclearization negotiations. North Korea also 

demonstrated that it can strike with nuclear and 

conventional warhead missiles in the ‘tactical nuclear 

operation unit training’ conducted for 15 days from 

the end of September last year. Following the test 

launches of the KN-23 and KN-25, North Korea is 

making efforts to upgrade its ICBM since last year. 

In February of this year, the ‘General Missile Bureau’ 

was newly identified, and various strategic weapons 

and tactical nuclear units were unveiled at the KPA 

Foundation ceremony. North Korea is expected to 

progressively advance strategic nuclear weapons 

and deploy tactical nuclear weapons, as declared at 

the 8th Party Congress (2021).

Second, North Korea's ‘drone incursion’ in 

December 2022 showed how seriously low-

intensity provocations can put the ROK military 

in trouble. Five North Korean drones crossed the 

Military Demarcation Line (MDL) on December 

26 last year and infiltrated South Korean airspace, 

and one of them reconnoitered over Seoul and 

returned. The detected UAV was evaluated as not 

having technology advanced enough to pose a 

Low-Intensity Conflicts on the Korean Peninsula 
and ROK’s Response

Kim, Taehyun

Professor, Korea National Defense University
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II. Possibility of Low-Intensity Conflict 
on the Korean Peninsula

Recent military trends are connected with 

one goal of 'survival strategy'. North Korea 

ambitiously put forward ‘nuclear-based national 

defense’ and ‘self-reliance’ as the ‘new strategic 

line’ of the 8th Party Congress, but the internal 

and external strategic environment is not working 

in its favor. With no exit from denuclearization 

negotiations in sight, the intensity of sanctions 

against North Korea shows no sign of loosening. 

Furthermore, the food shortage in North Korea 

since last year seems to have reached a serious 

level. North Korea's internal food crisis has 

been aggravated due to the overlapping side 

effects of border closure and market control 

after COVID-19. In August 2021, Kim Jong-

un had already confessed that he was suffering 

from “years of hardships comparable to war” due 

to ‘triple troubles’ (sanctions, natural disasters, 

and COVID-19). In February 2023, according 

to the analysis of foreign organizations such as 

the World Food Organization and the Food and 

Agriculture Organization, North Korea’s food 

stocks fell to a minimum level in August of last 

year, and rice prices soared. The North Korean 

media's emphasis on fishing in winter seems to 

imply the food shortage.

The food crisis in North Korea is reported so 

serious that dozens of people died of starvation 

in Kae-song. It is said that public sentiment is 

worsening in Kae-song, which is believed to have 

a relatively high living standard in North Korea. 

Amid the growing food crisis, North Korea has 

begun emphasizing agricultural production to 

farmers, and announced on February 6 that 

it would hold a party plenary meeting in late 

February to discuss the “agricultural issue.” It 

seems that North Korea's food situation and 

internal situation are serious enough to hold 

a plenary meeting again within two months 

following the end of last December. Some even 

raise the prospect that the “Arduous March” will 

return after 1990.

In the midst of a serious food shortage, North 

Korea held a military parade at night on February 

8, the founding day of the KPA. North Korea 

focused on display events, maximizing ‘theater 

effect’ with fireworks and splendid lights. North 

Korea emphasized the 'royal blood' to justify the 

hereditary succession at the military parade, and 

exposed Kim Ju-ae to emphasize loyalty to the 

Kim family. Kim Joo-ae wore a black hat and 

coat, held Kim Jong-un's hand, and walked the 

red carpet while inspecting the North Korean 

People's Army. The appearance of Kim Ju-ae 

is reminiscent of royal politics in the feudal era, 

causing ridicule from the outside world. This 

series of ‘irrational’ governance seems to show 

internal contradictions and problems.

In this situation, there is a possibility that 

North Korea might use military provocations 

to mitigate internal instability. North Korea is 

likely to increase a crisis level to divert popular 

dissatisfaction, or to coerce South Korea for 

additional concession. Furthermore, it may try 

to obtain China's aid by leveraging instability 

on the Korean Peninsula. In any case, North 

Korea will be more likely to take a low-intensity 

provocation as a useful means to overcome the 

immediate internal crisis and broaden the ‘survival 

space’. Since the second half of last year, North 

Korea has been criticizing the ROK-US combined 

exercises and using it as an excuse to conduct 

high-intensity countermeasure drills. From March 

of this year, after the ROK-US joint training 

begins, North Korea may try to demonstrate its 

‘war readiness posture’ and gradually escalate the 

level of crisis as it announced.

In the future, North Korea's nuclear-based 

‘Hubris’ will be a psychological safety-valve that 

encourages conventional military provocations. 
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the ROK. First, North Korea's covert and rapid 

‘fait accompli’ can make it difficult for the ROK 

to respond appropriately. The GSMA (Greater 

Seoul Metropolitan Area) is geographically 

located only tens of kilometers away from North 

Korea's frontline troops. The GSMA is virtually 

a ‘military hostage’. If North Korea launches a 

rapid provocation with UAV, drones, or firepower 

attacks, there is a high possibility that the ROK 

army repeats the same mistake such as the last 

‘UAV provocation’. Second, an inappropriate 

response to North Korea's low-intensity 

provocation will trigger a wasteful political 

debate. This could again amplify the security 

anxiety of the Korean people and weaken the 

trust in the military. Regarding the recent North 

Korean drone provocation, the military has 

exhausted unnecessary efforts in responding to 

various “criticisms” raised by the government, 

the National Assembly, and the media. While the 

military command suffered criticism, the morale 

of the military was considerably weakened, and 

operational units complained of fatigue due to 

excessive standby. In other words, the military 

has exhausted itself in fighting against an ‘internal 

enemy’. Third, the international reputation of the 

ROK government and military could be damaged 

in exercising the right of self-defense. Unlike 

North Korea, South Korea needs to maintain 

its reputation of complying with international 

norms in an exemplary manner. In this drone 

provocation, the United Nations Command 

sent a message to both North Korea and South 

Korea that it was a “violation of the Armistice 

Agreement.” On the one hand, the ROK military 

must take decisive countermeasures against North 

Korea. On the other hand, it must comply with 

the Armistice Engagement Rules of the UNC. This 

could be a big dilemma for the ROK military.

Given this challenging situation, South Korea 

needs to consider the following points at the 

military and political level in the event of North 

On February 8, Kim Jong-un issued a belligerent 

message that if hostile forces threatened him, 

he would “destroy sources of provocations 

with a super-powerful strike”. However, as the 

ROK government and military are strengthening 

extended deterrence against North Korea's 

nuclear threats, it will be difficult for North 

Korea to have sufficient reliability of nuclear 

coercion. As long as the mutual nuclear balance 

remains stable on the Korean Peninsula, a useful 

option for North Korea would be a low-intensity 

provocation.

A low-intensity provocation could be a useful 

‘gray zone’ strategy. The drone infiltration in 

January 2023 is likely to have given North Korea 

an important ‘lesson’ for its next provocations. 

North Korea's drone provocation has not yielded 

any significant achievements or any significance 

at the military level, but the significant impact 

has been at the strategic/political level. North 

Korea conceives of a provocation that can 

shock South Korean society and embarrass the 

ROK government and military by using UAVs, 

cyber warfare, electronic warfare, drones, etc., 

under the pretext of the ROK-US joint exercises. 

Furthermore, if North Korea's internal situation 

worsens, the possibility of high-intensity military 

provocations, such as a maritime attack along the 

NLL and shelling of Yeonpyeong Island, cannot 

be ruled out. Most of all, North Korea will employ 

a “fait accompli” strategy by taking advantage of 

the ‘gray zone’ where it is difficult for the ROK to 

identify provocations quickly and respond to it, 

especially when it occurs in the ambiguous zone 

between wartime and peacetime.

III. ROK’s Way Ahead

North Korea's low-intensity provocations in 

the ‘gray zone’ will pose a serious challenge to 



8

L
o

w
-In

te
n
sity

 C
o

n
flic

ts o
n
 th

e
 K

o
re

a
n
 P

e
n
in

su
la

 a
n
d
 R

O
K

’s R
e
sp

o
n
se

intensity provocations can be insignificant in 

terms of military threat level. However, the 

political and social impact is exhausting, and it 

can weaken and fatigue the military's combat 

power. “UAVs are significantly less capable of 

killing if they are armed and bombarded. Even 

if you take a picture, it is at the level of a Google 

Earth picture. It is regrettable that the military 

struggled for a long time because of mere UAVs,” 

said a high-ranking military official. Therefore, 

it should be borne in mind that a single ‘flame of 

small suspicion’ can quickly burn a ‘big mountain 

of public trust’.

Finally, the military must trust in the rationality 

of the people. The people have a mature 

consciousness to the extent that they know that 

it is difficult to detect and respond to a surprise 

attack by North Korea, like UAVs, in time, and 

that a ‘perfect’ military operation is a technical 

impossibility. The people will trust and support 

the military, regardless of any rumors, if the 

military is committed solely to training and 

operations to win the war. 

Korea's low-intensity provocation. First, from 

a military perspective, the ROK military must 

be technically and operationally prepared to 

terminate counter-provocation operations ‘on the 

spot’. The military must facilitate the development 

and deployment of advanced equipment such 

as surveillance and reconnaissance systems, 

and prepare a rapid detection and response 

system including a higher readiness posture 

and operational capacity so that it can respond 

‘immediately’ in the event of provocations. There 

is high possibility that North Korea will no longer 

abide by the 9.19 military agreement and launch 

a surprise attack at a time and place ‘set by Kim 

Jong-un’. In case of a military provocation, a 

resolute and sufficient response must be made 

to the ‘source’ of the provocations, including 

command and support forces.

Second, close cooperation between ROK and 

the United States should be made. In order to 

secure the procedural legitimacy and the exercise 

of the right to self-defense, mutual dialogue is 

essential. Mutual trust based on a solid ROK-US 

alliance is important. If South Korea can reassure 

the US not to take South Korea's countermeasures 

as a sign of escalation, the ROK’s military could 

have more autonomy. This year, which marks the 

70th anniversary of the ROK-US alliance, efforts 

should be made to build a higher level of mutual 

trust.

Third, in the case of North Korean military 

provocation, ROK’s military must send a 

transparent and reliable message. In times of 

conflict, rumors and speculations abound. To 

prevent unnecessary speculation, the military 

needs a media strategy that can share the truth 

with the public. Above all, unless the military 

information is not necessary classified, it must 

be transparently disclosed. As experienced in 

the case of drone provocations last year, low-
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